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7.1.1.1.

A process whereby information regarding all initial and updated software versions, including integrity
validation data, and relevant hardware components of a type approved system can be uniquely
identified;”
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Yoo B (WP29fBIRXXZ & V) 51F)
7.1.1.1.

Software Update

Explanation of the requirement

This requirement has two parts.

The first is a requirement for the vehicle manufacturer to state the
processes/procedures they use to store the information relevant to this
regulation and how they will secure it. For this the term ‘securely’ refers to the
IT (information technology) security implemented at the manufacturer.

The outcome should be that the vehicle manufacturer is able to provide
assurance that all relevant documentation/information will be stored and that
they have appropriate security controls in place to protect that information.

The second part is a requirement for the vehicle manufacturer to detail the
processes/procedures for how they will make such information available to a
Technical Service or Appropriate Authority should they have the right and
need to access that information.

Documents containing information relevant to this regulation (and their
previous versions, if needed) should be made available to the Technical
Service/Approval Authority based on their request. The manufacturer may use
their preferred file transfer platforms for the same, as long as it is in
agreement with the Technical Service/ Approval Authority.

The outcome should be that the vehicle manufacturer and Technical
Service/Approval Authority agree that the process described would allow the
Technical Service/ Approval Authority to access information pertinent to the
approval of software updates and their delivery processes and the conditions
under which it should be shared.
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7.1.1.1.

Software Update

Examples of documents/evidence that could be provided
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For evidencing that information is securely held, International Standard Organization
(1SO) 27001 or ISO 9001 (add-on) can be used.

The information provided can cover:

(a) Access controls (both physical and personal);

The information to be included in these processes is defined within the Regulation,
for example paragraph 7.1.2.

For detailing the processes by which this information may be accessed the vehicle
manufacturer should include:

(a) Contact point at the vehicle manufacturer;

(b) Information on the file transfer platform.
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Software Update

7.1.1.2.

A process whereby information regarding all initial and updated software versions, including integrity
validation data, and relevant hardware components of a type approved system can be uniquely
identified;”
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WD B (WP2ORRIRCE & U 3|F) Software Update

7.1.1.2.

Explanation of the requirement

The aim of the requirement is to provide assurance on the configuration AEHEOBWIE, A—H—TERINZBEROGE 7 AL XICEET 2RI, Ao OIS
control processes used in the manufacturer and that these will support the INoDO7OANRADOEEEY R— b2 WS RIEZRIETHZETH B,

implementation of the regulation.

The following clarification should be noted

‘Version number’ may be done at vehicle level and/or component level as [NWN—=2avES| E BRALNLBEO/BEREBRBLNLTEREBLTELIWLA, V
long as it is possible to fulfil the requirement of the Regulation for unique TJhY T/ N— Ry 7 OEEEHNICETAANRIOEGHAREI-T I ENTETH
identification of software/hardware T lEEHEETS

‘Integrity validation data’ refers to how the software can be authenticated as [SEMRIET —4%] &ld. V7 b7, ERA—H—PERTSHNN— 3T
being the version claimed by the vehicle manufacturer. Check sums or hash HDHELTCRIAET DI ENTEDHEZEET, COBMNICIFEREHMEZ 213/ Ny > 2B

values can be used for this purpose. The term was used to be technology DIERZRWNDZENTED, ZDFEIE. MORFEDHELFERT I LN TETT
neutral as other, equivalent methods, could be employed. B, LETEEMICEROBE VBB TH > 7,

‘Relevant hardware components’ refer to hardware with software on it within [BSET 2/N— R 7ERER] &1, BATFAFAVRATLRATY 7 72T %
the type approved system. This should include ECUs, CPUs or other hardware ##HL7/7=/"—F7 27 %1ET, ZNld. ECU, CPUF/-IZFEMA—H—DHEEL]=Z

as identified by the vehicle manufacturer DHEDN—=R T2 T7EEERZTLDET S

‘Can be uniquely identified’ intends that it should be possible, at the very [—EMICHBI T2 ENTES] ClF. PECELEMA—HD—DVYT7+7T7D
least, for the vehicle manufacturer to identify and verify the software present  N—2 3 Vv FSICEOWT, BHRAIBFAS AT LAICEHINTWSEY 7 72T %
on a type approved system based on it software version numbers HALIREET A Z D AJBETHANETH D, EWH T EZERKLTWS

Examples of documents/evidence that could be provided

O RDEHLIDOWTIE, BIFEOBREIEH T At X S FIEEAWS e TE, B
HEILEEICERLTL LV, TNICIE, BEZNODEET 20 E WD EBHDR
ZAIMITIARNEDDET B,

For evidencing the processes existing configuration control
processes/procedures can be used and relevant standards may be referred
to. This should be accompanied by an explanation of why they are relevant.




Software Update

7.1.1.3.

A process whereby, for a vehicle type that has an RXSWIN, information regarding the RXSWIN of the vehicle
type before and after an update can be accessed and updated. This shall include the ability to update
information regarding the software versions and their integrity validation data of all relevant software for
each RXSWIN;”
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RKEBHPFIE. TEELAWEFFEITARETEHDET B,
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WD B (WP2ORRIRCE & U 3|F) Software Update

7.1.1.3.

Explanation of the requirement
The RXSWIN refers to a unique identifier that defines a unique set of RXSWIN & (. EEOUNKRE] IX] (2> T, BKBAIFAVATLOBEEDY 7
software of a type approved system in accordance with a given UN 7ty bEERDITIEF#HNFZIET, JOHMERNICEWT, BATADILK
Regulation “X”. Within this the unique identifier should only change when FIIEEIICOEN D, BHAERBAVARATLDY 7 b7 TICEENH > 7-1HEI(C
there is a change to the software of that defined system which leads to an [BY. BEEBNFAZBICARIRELDET D, VI NI TEFHNYZ AT LD
extension or renewal of type approval. Where a software update does not BARAICEEZ S WEEIZ, KEBHENFIE. EELAVWEFEFEIREHDL
affect the type approval of the system this unique identifier should remain 9%,
unchanged.
This Regulation mandates that the vehicle manufacturer should have a AIFRANE, ERA—H—HARXSWINICEEET 2 1BEHR#LHRTAHATAERE2ETLH L
process in place to record information relating to the RXSWIN (see 7.1.2.3). AEFFITR OTHD (1.1.23881) , IniF. FEDRXSWINTEERI NV 7
This includes information on all permissible software versions of the software btV 7DEFREINZITXRTOY 7 b7z T7N\=Yary Mh2ERSZY 77T
defined under a given RXSWIN, the relevant ‘integrity validation data’ of N—=2avOEEYT 23 [BeURIET—%] ICBT2BEREZET,

those different software versions.

The outcome should be that the vehicle manufacturer is able to demonstrate RXSWINICEE T AIEHRICT VLA LB T A ENTED I L HEMA—H—HEEHA

that information regarding the RXSWIN can be accessed and update TZED, LLWOIDHAZDIFERTHEIRZTHDET B,
The following clarification should be noted
This requirement only applies when an RXSWIN is implemented AEZEMHIZ, RXSSWINAEREINZHBEICEY BHAT 5
The storage of the information should be at the vehicle manufacturer. The BHRIT, EOA—D—ICEWTREITRELDET E, ElA—H—7. EMICKRE
vehicle manufacturer should determine the level of information stored onthe T 3EHBDL NILEREITARELHLDET S
vehicle

Examples of documents/evidence that could be provided

Manufacturer should detail and explain their processes to provide A=H—lg. UTICET 2EWERMT 27 0ROV TEHFHRICTRBINE b DL

information regarding: ERCR ~ e N . _ e
(a) How the information regarding the RXSWIN is updated, this should (3 RXS/V\WNLTE@?ME#&%E%@L%%%O JH, RS NDBABIET 0 AND
include reference to configuration control processes used; SREBUNEDLDET B,

(b) How all information related to the RXSWIN, held either on the vehicle or (b) EE & 72 | L X _7'? —DOWVWINHTREFSNTLDRXSWINICEES 29 N TD
BRICT 7 ERATE DA%,

at the manufacturer, can be accessed.




Software Update

7.1.1.4.

A process whereby, for a vehicle type that has an RXSWIN, the vehicle manufacturer can verify that the
software version(s) present on a component of a type approved system are consistent with those
defined by the relevant RXSWIN;”
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WD B (WP2ORRIRCE & U 3|F) Software Update

7.1.1.4.

Explanation of the requirement
The regulation requires that it should be possible to verify that the AEAE, BALRAEA AT LICBEHINTWS Y 7 b7 7H, BEET 2RXSWINIC
software on a type approved system corresponds to that defined in the ERINIZV 7 b7 T7ICWSTEHIEZRIET HIENARTH DI EZERTEHHD
relevant RXSWIN. As a minimum it must be possible for the vehicle Thbd, RIETH, EMA—A—DERERL NIV E TRRIAUEZEET 522 EDAJETH
manufacturer to perform this verification down to a component level. IFNIE A s A0,

Examples of documents/evidence that could be provided

The manufacturer should provide details of their process(es) and/or tools ~ * — 77 — &, BRBAEAY AT LAICEE SNV 7 b7 2 T7H. BHEDRXSWIND 5

that will be used to verify the software on a type approved system T‘%%{\/ 7 MU T 7/\\“—\‘/\\ = >0 J] 7; H:iﬁ}ﬁ?% TEARMIET AL-OIFERINS O
corresponds to the list of software versions covered under a particular CTABLC/ £V L OFHzRET AT DD LT D,

RXSWIN.
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7.1.1.5.

A process whereby any interdependencies of the updated system with other systems can be identified;”
BHLIEVATLEZDMOY AT LEDBEEKREFEYEIH#EI TES 708X,
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DUEHDBZERRIETDT-ODHLDTHD, 7TACRANEDOREMEREEZNRETAINIOWTHIENH S Z & 1F
RIFINTWD

BHlA—Hh— # BERDVRATLDEDEH ICHAEERT 2 2B EL. EFHAZTOMDY R T LOBEEINDEH)ICE
BAEZANEOIND ZTIMIT A ENTED I EDRIED. ZOHERTHIRZTLDET B,

BHEMAEEmDA X —
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2) ¥E¥70—K (REEEFICOWNT)
3) BAFABES AT LATITIDTHNIE, ZOYRTLOBE, AT DTHNIEZ DFEDIFE,
4) EBEFIEE
5) MEKREFEOHIEROY > 7L
MXKEBEEDYRATLIZBEWT, HEREZRIELZER (51 —F—42THO0K)



Hiroo B2 (WP29fERXZE L Y 5|H) Software Update
7.1.1.5

Explanation of the requirement
5 ) HH VAT LICEEEBZ HHNE

This requirement is to ensure that there is one or more processes to assess if AEHIL, FIZIEH AT — KRG E, FEFNZOMD Y AT LICEE
an update will affect other systems, e.g. for cascading effects. It is accepted INEFMT B0 7 A ZANIDULEH B EHZRIAET ZHT-HDELEDTH S, 70

that there are limits in how far a process could cover interdependencies. T AN EDREEEKREEZTNRETINICOVWTHIRAH S Z L IFRBEINTWES,
The outcome should be assurance that the vehicle manufacturer is able to HElA—h—70, BRZ2VRATLNEDLS ICHEERT 2052 EL. BEFHNZD
identify how different systems interact and assess if an update will impactthe MO X T LDEEINIZEBICHEALEZ N EINZTHAT LI ENTED L
expected behaviour of any other system. DIRED . ZDHERTHHENZTHLDET B,

The following clarification should be noted
‘Interdependencies’ should be identified at both the functional and software [(MEEMKFEME] (. BEL XILEY 7T TLRILOMAICEWTEHETRELHD
level and should consider all systems which have an interface with the THY., DOBEHEINVRTLEA VR =T 1 —REBITDHDIRTDY AT LZZE
updated system BIR=HLDET B,
‘Other systems’ includes systems affecting safety, cyber security, theft [ZDMDO AT L] 1Z, &8 YAN—FF2U T4, BHRFRE, TxILF-—HX

protection, energy efficiency and environmental behavior BLOREBEHCEELZRITT VAT LEZED,




Yoo B% (WP29fBIRXXZ & V) 51F)

7.1.1.5.

Examples of documents/evidence that could be provided

The processes used to assess if there are any interdependencies between
systems and the potential for a software update to affect other systems
should follow best practice. This may include quality control processes.

Standards that might be applicable include:

(a) 1ISO 10007;

(b) 1ISO 9001;

(c) International Automotive Task Force (IATF) 16949;

(d) A Software Process Improvement and Capability Determination (SPICE) or
similar.

The processes should consider the following:

(a) Initiation, identification and documentation of the change;

(b) Identification of interfaces and systems which communicate with the
updated systems;

(c) Identification of any systems that are affected by the updated systems and
the corresponding impact;

(d) Evaluation of the change.

Software Update

SRTLABICHAEKREEAH AN EIN. BLRY T NI TERAAZDMHDY X T L

ICREABEZ DAREMN H DN E D D EFMAET 2 -0ICAVWSNE O XL, R b
777742 %9&%%@t¢50Zﬂnu\ﬁfgﬁ7mﬂ2%ahfbé =i
B 5,

BREINDIAEEOH ZEECIIUTAEENS !

(a) 1ISO 100007,

(b) 1ISO 9001.

(c) EFEBEEEX R 7 4 — x(mw)mwg

d) V7 b7 700 2%E - SEff (SPICE) F7-1ZZNICEBLIT 55 D,

O RILUTEERBICANDIRELDET S ¢

(a) ZE DR, BES LUOXE1.

b) BHINIVRTLAEBEETEHA X —T 1 —RABLUNY T L DT,
(C) BTSNV AT ALAICL >THEASZ T LR T LENGT 2EDETE

(d) 22 D,
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7.1.1.6.

A process whereby the vehicle manufacturer is able to identify target vehicles for a software update;”
BHMA—H—, V7 VTV EHFONREMZFET S ENTES7AEX,

%E %R (UNFBIRXCEICH 1 2 B DFHA)

AP

BEMGEEDA X —

1) #EfEK
HEFEMOBEAEXICEWT, EBEFIBEAAVWTEEL 21T BB L COEERNAEELR D D,
(RBEIINRDOEFG r $ THERTZZH D)

2) ¥¥70—K

3) EBFIEE (EEEZEZDHLOTHLCEHEBFUEBEGENHRTENILLI W)

4) BIFEBEY AT LTI YD THNIE, ZOVRTLOBE, ABWIZITS DTHNIEF DFEDEE,
MKEEMIZ, EDELIBRT—ER=ZADPBLEDNRTIA—XEF-> CTEMAVINEMN TRHET 20 %25BTE5 2 L,
XEFHRT/ANA X (ECU) I2L>TVINODEBEARABRAZESICIZEATOARIZOVNT,

5) #EAEROY > T
KBEDY AT LIZEWT, VINZREL/HER, (FI—T—42THOK)
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7.1.1.6.

The following clarification should be noted
‘Target vehicle’ refers to individual vehicles (for example VIN based for [WREMR] &id, @AHOER BIZIE, BHFEMICOWTEVINICEDL) %8BT
registered vehicles)
This requirement is on the process AEHIZ7OEXICELTWS

Examples of documents/evidence that could be provided

The processes should consider the following: %52\705')3]‘%)4—@%_%%?’;2? @ftﬁé :
(a) Listing target vehicles affected by the software update; (@) V7 b7z 7EIICL > THEEZIT HNREBOD U X M,

(b) The process should consider the steps of going from target groups for (b) 70[1\)@]&‘1\ ngFﬁ@ﬁ%ﬁw—j (_@Jiﬁi\ ﬁi_@iﬁﬂ\ﬁ@?&/(@?% —tILE
an update (e.g. all diesel vehicles of a specific vehicle type) through to the 1) DO EH T REEF|EHE TORT v TEZEICANDENE LD LT b,

individual vehicles to be updated; e . ; s .
(c) Measures implemented to reduce the risk of error in identification of () MEREMOBFTICH I TABEWEAEBRT 27-0ICEREL TWLWAEE,

target vehicles.




Software Update

7.1.1.7.

A process to confirm the compatibility of a software update with the target vehicle(s) configuration
before it is issued. This shall include an assessment of the last known software/hardware configuration
of the target vehicle(s) for compatibility with the update before it is issued;”

V7 E T EHRENREMOBAOBEEEZRITINDIBICHERT H7AEX, INiE, RITSINDHIIC
LEEHEOBEEWICET 5. WREMORFOBEMY 7 b7 7 /"= F 7z T7EROFMEELHDL
ERAN

ﬁjqj: %R (UNBIRXEIZH T 2 EHDHR)

AP

BEMGEED A X —

1) fA#X
EEREE 7Ot 2B 0T, 2BFIEEL BV CELB 4TS BEMUHBE CORDHTELE L O,
(BEIIHRDESG r F THERTEZHD)
2) ¥ 7n—K
3) ¥%FIEE
4) RIAEBEL AT LTITI OTHNE, 2OV RT LOBE, AT OTHNIEZ DFEOHE,
MEAHIIS, EDEIRT—ER—ZAD B EDNRT A — 25 FE> CHBEDRIA1TI HAHBETESL T &,
5) BERHEROY T
MEEDYZTLICEWT, HEKREERITLHER (£ —F—2THOK)

#ITTF ICEDLEZHE [EFBERIOY 7 b7z 7 - N— R 2 7] CBE
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7.1.1.7.

The following clarification should be noted
‘Issued’ refers to the software update being made available for installation  [F{T&N 2] &1Z. A X b—ILBICHBRIELRREICLTWS Y 7 by 2 TEH %15

Examples of documents/evidence that could be provided

Standards that might be applicable include: B S ﬂéﬂjﬁ?—&@%éﬁﬁt\i@MTﬁ:&\f na:
(a) Compliance with configuration management as per ISO 10007; (a) 1ISO 100007 = 4L L 7PN EEA DE G

(b) 1SO 9001, (b) 1ISO 9001,

(c) IATF 16949 or similar. (c) IATF 16949 F 7= 13 Z NIZEEMLT 2 H D,

The processes should consider the following: 70':'\‘57\‘3@4—i€%j§‘:57;ﬂ5&§ LOET D L
(a) Regression testing with the last known configuration of the software (@) V7 b7 = TEHRORMOBMBME BVIERT R b,
update;

(b) Listing the hardware or software preconditions required for the b) V7 b T x TEFICHEG NPT 2T EIEY 7 BT 2 T ORHREMAED U R M,
software update; NN . VI SeE g = :

(c) How these preconditions will be checked before an update is 0 BFAKX Y > A— RESNDHNC. 2D DEIRFM 2 RS 2774,

downloaded; . . . o

(d) Identifying relevant configurations of the target vehicle type; (d) ﬁ%ﬁﬁiﬁ@&ﬁﬁ—?%%&@ﬁ@ . R -

(e) demonstrating how testing will cover compatibility for those (&) 7R M2 &> T DMADBEENE EO &5 IS 25 DR,

configurations.




Software Update

7.1.1.8.

A process to assess, identify and record whether a software update will affect any type approved

systems. This shall consider whether the update will impact or alter any of the parameters used to

define the systems the update may affect or whether it may change any of the parameters used to type

approve those system (as defined in the relevant legislation):”

V7 b7 2T EFHDBEARABFA AT LICEEZEZ DD E) D ail. BFEPLOEFKT S 7 BEtE X,

INIE. BHFH, BEEFTHWEELZEZHPREEOH DIV R T LZERT HD-OIFERLIZ/X7X—ZDW

T\?(Lb\ HEBEETEZD, HDEIWVWEDDDBNRNTA—REZEZDHDEID. FRITEFHVHIN DB AT LDOAES,
ICERAINTZNNTXA—%2 (BEITIHIERTEDONTWLWBEEEY) OWITNHAZEZDIHDE I D EEE

T%%@t75\

%g %R (UNRRIRXCE I B 1S 2 BEHDEHER)

AKEMHZ, BARFAFARAT LB L OYFZAXBEICHVONAEET AT XA MIOABRLTWS, KEHIZ, V7
N TEHH. sz#%mém#ﬁ# %VT YT X hDOFERI %ﬂ%%z% HDWNIDWDBIERZEZ DA
BEUNDHOINE INEZTMT A7 ACAAHBI LA RKOTWE, ANEAIZ, BT AITERAINI-EET ST B &L
N V78T TEFD, TRAMEBINI-FEHICEWNT, HZT X MOFERI %72.“7&’——}716\ HDWNEIHDBIERZ
ZZDABEED DA E IDZEBIRETHLDET B,
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RENTZEEOA A= L3905 SDEEONSOHBEE F : BRICLICSHRXBAHRBNTN THRIZEA

1) #E#E
S, BETOERICBENT, ¥EFIEEEAVCELELTS BUBEE CORANTERL D,
(BEIIHNROEKG r ETHHERTEDZH D)
2) ¥ 7n—K
3) EBFIEE
4) V7 I ITOEGHBEENREZHMET S 2AE (T112EEESETHRY) 22 L. EEOEFNAEENR %
BTE5Z &,
(HIFERSTL NI F TR, O—T A4 V7 A5ESEH L, )
5) ZENAHBEET HLF 2L —> 3 v 0ibFiE EBEFIREICREN DD )
6) EEARNEETHL XL —2avIillT 2T 0RX7 0y avy0ESYNFELE (EBEFIEEICZENHD L)
7) EEdT AL 1L — 3 7@%%%&T@%ﬁ%7‘°mtx (E%E%%@X'J YEYY F T wreEIEE(ZDEHAH D t)
8) MREEROY > T IL
MBEDY AT LIZBVWT, BFY AT ANOFBEED LR (FI-HEAICHLTTHLRL)
9) HRERZRHHKE L TERTFERICOVWTOMA EBFIBEICLEH ! HSH &) 7.1.1.16 L IFT.1.25.F EBEEMITT
AEALTH LUy,
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7.1.1.8.

Software Update

Explanation of the requirement

This requirement relates only to type approved systems and the relevant test
used for the type approval(s). It requires that there are processes to assess
whether a software update might affect or change the outcome of that test
under the conditions in which it was conducted. This requirement should
consider the relevant test used for the type approval(s) and whether the
software update might affect or change the outcome of that test under the
conditions in which it was conducted.

‘Parameters’ here does not refer to software parameters but to the
parameters describing the system type approval

a new type approval

Standards that might be applicable include:

(a) Compliance with configuration management as per ISO 10007, 1ISO 9001,
IATF 16949 or similar

(b) Standards for providing claims, arguments and evidence such as BS|
15026-2:2011

The processes should consider the following:

(a) Quality control procedures for the software updates may be relevant;

(b) Evaluation of the change;

(c) Assessment of which regulatory requirements/ parameters are impacted/
altered by the software update. This should include what evidence is required
to reach a conclusion.

‘Affect’ refers to a change requiring an extension of a type approved system or

Examples of documents/evidence that could be provided

AEHIL, BARAIBFA VAT LB LS OEZAARTICBLWLN-BEETZT7 X MC
DHEFZLTWD, KB, V7 NI TEFH. TXIHAEBINLLEITEND
T, YT X MNORRICHEALEZR D, HOIVEN D IEREZZZDA8EHMNH 5 H
EODETMTH7TACANHBIEHERDOTWDE, ANEHIF, BIAZRAICERIN
7-BEIT TR IMBELO, V7T TEHD. TRIMDPERBINIZZEICEWT,
YT AMNDHRICHEARAE5Z2 2, HE2VEDI I IEREALTZDAEELHZHED
haERINZTHLDET 5,

The following clarification should be noted

IO [NRTA=&] ElF, V7T 2TDONRITIA=ZTIE L RTLORIAFER
ICDOWTCERHEHTE/NTA—R%ZET

[(HEZE52 5] i, BATAFAY AT LORERE/ZITHRBEAT ALV ELE
BEIET

BRI NDAIRMEDH HEECIIUTAEZEND !
(a) ISO 100007, 1SO 9001, IATF 16949% 7= Z NIZHRLIT 2 6 DICHE L /- BEE
ANDHEE

(b) BSI15026-2:20117% &, EiR, #ilE L O A R 270 D EAE

THERIILUTAEEBICANDIRETLDET S

() V7 bz TEHOREERFIEHNEET 2 AN H 5.

(b) Z5 .

) V7 T2 TEHICL > TEDRFIEE /IS A—ENEEAZ D /BRI D
H O, T, FEREHIT-OICEDIIIMAERININEZEORTHDET S,




Software Update

7.1.1.9.

A process to assess, identify and record whether a software update will add, alter or enable any
functions that were not present, or enabled, when the vehicle was type approved or alter or disable any
other parameters or functions that are defined within legislation. The assessment shall include
consideration of whether:

(a) Entries in the information package will need to be modified:

(b) Test results no longer cover the vehicle after modification;

(c) Any modification to functions on the vehicle will affect the vehicle’s type approval.”

V7 b7 TEHD, ERHSABARA T ZICEFEEL WAL, HEZWVWIEENTIEAD - 75
BeaBI. BEDH LLIEEEMCTENE I D, HEIVWILTERANTERINTLEZDMD/IT XA —%2% L <
IIHBEEZZEET D, HHWVIIENICTEH EI D ZE. FFESLPREHRT 57 AR, B, T
DERBZELNZTHDET S .

(a) BRIy =L DIERHZZEE T 2RELNDHBHE D D

(b) ZEHZR, HHEMHAT R MEROXFIRTIIHRLAEEZHE D D,

(c) EMDEEE~DEED, BEMOBARAIICHEZEZ 5H0E D D,

%g %R (UNBIRXEIZH T 2 EHDHA)

&L
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BAERMBERDA X =
EARMNLEZTTIET.1L8ICEL

1)

FEAR

T, BEAERICEWT, EEFIEBEAXBRWTEER AT BB L COERNAIELD D,
(RRTIIHNROEFG r $THEZITEDHD)

(=B 70—K

HEIEFIEE

V7T T OEGKHNBREERNRAZHHET2hHE (7T1128BESETHLRW) 7272 L. EEDEGKHNLREERNRZIBE T2 &,
(FIEEETL NILECTCTRL, A—T a4 v 7 %2 &850, )

ZENRNEET L Fal—rarofHFit (EBUBEEEZICZHEIHE &)

TENRIEET AL X2L -3V TR3TIRT Y ayOERYEE GEERFIBEICZHE I HD &)
FEETALXa2L—2avyOBBREFCOEFR/ O (BEEBRONYEY T, EBFIEEICZHELSHE L)
SRR 7L

MKBPFTEDYRXTLIZEWT, BEVATLAANOEEAERL-ER (XI—EmMICHLTTHERW)

MERRE R AR E L TR T FERICOWLWTOMRAE (EXRFIEZICELE,NHSD L) 71111 L IFT7.1.25.F EBE&EFMITTEHRBL TH LUy,
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7.1.1.9.

The following clarification should be noted

‘Alter or disable any other parameters or functions’ refers to type [ZDMDNRNT A =23 LIIHKEEZEE T 5, HHWIIEMICT D] &g, BARAF
approved systems HY AT LEERYT

‘Parameters’ here does not refer to software parameters but to the TIDINRTA=K] L, VT ET2TDNRTA=ZTIEHRLRTLOBEAERICD
parameters describing the system type approval WTCERHT D/ T XA =R %5

‘Information package’ refers to the affected type approval and its (BRI =] St BEAR TR TELOZ0ERNNERXIET

information document




Software Update

7.1.1.10.

A process to assess, identify and record if a software update will affect any other system required for
the safe and continued operation of the vehicle or if the update will add or alter functionality of the
vehicle compared to when it was registered;”

V7 N TEHD, EMHALE THGENICIEEIT 2 7-DICLELRZT DD R T LICEEEZSEZ DD E D
M. BHAEIWIEMHANEMERIF L LR L CTEMOKREEZEMELIIEET 520 E 0 A2, HFEELNL
BT B At R,

%le:%ﬁ (UNBRIRXXEICH 1T 2 BEHDFHA)

AR, EMOLEBFB BRI L TOICBEREINIBARAEATIEIBWS AT L BLUY 7 F7 2 TEHA/D
NoVATLIIEEEFEAZWNEDNZFMITL27ALIDH DLW T EICEEL TWD,
ARMFIFE /o, EMEFHLERL T ERVERMOKEEEZEET HNEINZRHET L7/ ELAZERLTWD
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BARNAEEDA X —2

EARPAEZ AIET7.1.191CEL

1) X
M, BE7OERICEWT, ¥BFIEELAVTEER AT BUEE: COEINAREL D D,
(RREITHROEEG r FTHHEZTESZEHD)

2) ¥¥%7n0—K

3) #%FIEE (HEHEZZDHOTHLL ELEBUEBBAEN YR TCENILLLY)

A4) V7 b T7OEERNAGZERNREZMETEHE (CNETOBEEHBELLLTHLWL) 7L, ZEOEBERNLGZTERA % LE
TEBZL, BB LRLEFTCTRL, I—TFTA4 VI %EFHL, )

5) ZENBRDLZEEE~NDEEY T £ CGEFFIBZEICZEHEIHD L)

7) B/ S DODEBENROHMFE (EXEFIEZICLENHDZ &)

8) HEREROY T
KBPFEDYRXTLIZEWT, BEVATLANOEEAERL-ER (XI—EmMICHLTTHERW)

9) LR OFMERATLIRT 2F 5 EBRFIREICZEHIHD &)

31



oo B &2
7.1.1.10.

(WP29fZfR>E & V) 51 F)

Software Update

Explanation of the requirement

This requirement relates to non-type approved systems that are required
to ensure safe operation of the vehicle and there are processes to assess
if software updates will affect them.

The requirement also requires processes to identify if an update will
change the functionality of a vehicle compared to when it was registered.

Standards that might be applicable include:
(a) IATF 16949 contains Quality Management Systems for configuration
management

The processes should consider the following:

(a) Quality control and configuration management processes;:

(b) Processes for assessment of which systems are impacted by the
software update;

(c) Processes for assessment of which safety and operational conditions
are impacted by a software update;

(d) Processes for assessment of any functionality that was added/ altered
after the vehicle was registered;

(e) How these impacts are documented.

AEMHZ, EMOLREHRIEHEHERT 5720
BLOY T NI TEHFRIIND AT LI
HhHEWSIZEICEELTWS,

ICERSINDBRRFTEANEATIEH WS X T A
%ﬁﬁ“’%—’—?z%ﬁ‘t SHhEFHET S AL XA

AEH T/, EMEFRELLEL T, BEFHHNEHMOEEE
5270 REERLTWDS

MZEETEINEIDNEHET

Examples of documents/evidence that could be provided

BHINAAIBEMEDH ZEECIZILITHINEENS -
(a) IATF 1694914 B ICEET 2 RET R VA Y M AT LEEATWS

O RIUTZEBICANEIRZTHLDET S !
(a) REEES LUOEREE O+ X,
b)) VI NIz TEHICLES>TEDIRTLANEESZ T HNETHT D200 T A1 X,

(c) V7 b=
D7at R,
(d) EMEFREICBIN,/ ZE I N 7-HKEEE

TEHICL>TEDLEEE S WMEAIREN T EZ T D 27 HIT 57-0
WHEImT DD T a1 X,
(e) hh &4 ENT D H%E,




Software Update

7.1.1.11.

A process whereby the vehicle user is able to be informed about updates.
HiI1—Y—PEHICOVWTEBIZXITEIENTES7AE R,

N
4+ (UNBBIRSCE (= 5513 B B D F8A)

AEHOENIZ, EmMai—Y -7, 21—V —PAEFEZ2EITIEMADEBICOVWTBIHAZRITAZIENTER WS Z &
THbH, 2NF. EMI—Y —AEFOXTO—FBLIOA VA M—=ILDI=DITRA AL DITENZEITT AT EAEEI
NHRAICEET HFERZ2EONRNELDET S, BHOEFO/ Ny r—r0Fa,. [EMa—H¥—] (. HEEH/ Y
T=ICDOWTBIAERITAZENTEAIRZTLHDET B,

-V -IIERERBII2FREEFHTHCTHLVD, BRIV -] 772X LLVWHEICRT 72 XAETE
IFILHR B AL,

KELHIE, RAEDOLEMEIZEA TUHRL,

BHlRai—H—, ElRX—"—AHIT 270X L->T, BPOEMIIW T AEFHICOWTBIHEZRITHAIENTE
5T AR U YBAIMEL TWEZ N, REHDIERTHINETLDET S,

w

w
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BHRRBEERD A X —3

1) X
S, BE7AERICEWT, EBEFIEZEAAVTEERA(TO BAUIE L COERNAIEL D D,
(RETITHROEZG r FTHHEZTEDZLHD)

2) ¥¥70—K

3) ¥BFIEE

A) B 1—HIEAZ 70 RDBE (EEEEECEENTVWE L)

S, BRAEICIEIUTEZIICOBRABFERNIRTNRICADAIGEENH D, (MBRXETIHEELTALLELLWELZEDHLY)

:@@u\awmatfaﬁﬁéT @@%6ET®LH$& DWTLEREOBY 7A€ XEZRBADZ &,
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WD B (WP2ORRIRCE & U 3|F) Software Update
/7.1.1.11.

Explanation of the requirement

The intention of this requirement is that the vehicle user is able to be AEHOEXMIZ, EMa1—Y -7, 2—F—-DEXZ2EFEITI2EM~DZEEICOWLWTHE
informed about changes to the vehicle they are responsible for. This should MEZIFHZENTEREWVWSIZETHD, N, EMI—HY—AEIHFOX T~
include any information relating to the situation where the vehicle user is O—RFBELVPA VR M=ILDT=DITAI LD DITENEERITT 5 2 EHRBEIND KRNI

supposed to perform some/any action for the download and installation of the BIET ZBEREZECREHLDETE, BEROFEHFO/ Ny r—T 0igaE, [Elai—
updates. In case of a package of multiple updates the ‘vehicle user’ should be  H—] (. BFEFH/NNv T —JICOWTBIHERITAIENTEBEIRZTLDET B,
able to be informed about that package of updates.

The means whereby information is provided to the user need not be on the I—H—ICEREEITZ2FRIFEH AL TH LW, [ERa—H—] 77+
vehicle but it must be accessible by ‘vehicle users’ if they want to access the AL7=WHEEIZIE T 78 XABEETRITNILHR 50,
information.

This requirement does not cover the need for consent. AEHIZ. RABEOHEEITEATULRL,

The outcome for this requirement should be that the Technical Service/ Hlfai—Y -7, ElRA—HA—PEH T2 70X L->-T, BEXOEMICTTHE
Appropriate Authority is satisfied that vehicle users will be able to be informed FICDOWTBAZZ T BT EATE S Z & 2 RMMERS /LU L/AMBLTWBE L
about updates to their vehicle by the process described by the vehicle M. KEHDERTHHIRZTHLDET B,

manufacturer.

The following clarification should be noted

‘Is able to’ requires that the user should be informed by any suitable means [T22EDTESD] &lE. A—F =D WVWITNHADBEULFERICL > TEANEZITS
ZENRDBONDENWDS ZETHD
Examples of documents/evidence that could be provided

The vehicle manufacturer should provide information on the methods of Eﬁif _7';—51\ \\E%WCOL\’CEF@—_L—W\—CCE%D@—%f:%(i@%ﬁﬁ?%ﬁfﬁiﬁﬁg%@@—
communication used to inform the vehicle user about updates. They should DIEMEEATANETLOLET 2, BEMA —A—IL DD LFEOBHMEERAT NEH

demonstrate the effectiveness of these methods. DET D,




Software Update

7.1.1.12.

A process whereby the vehicle manufacturer shall be able to make the information according to
paragraph 7.1.2.3. and 7.1.2.4. available to responsible Authorities or the Technical Services. This may

be for the purpose of type approval, conformity of production, market surveillance, recalls and Periodic
Technical Inspection (PTI).”

BEOA—HhH—7N, 7123EBELXOT124IBICR>TCEEZE T 2T/ EF - IEHEMERICT L T, BR=ZF A
T%@R%‘ﬁé ENTEB 70X, ZTNniF, BT A], £EOEEHE. mHEMRA. VU1 —-—ILBLUE
HfMieE (PT)) OB TH 55D H 5,

ﬁg %R (UNBIRXCE BT 2 B0 HEA)
AP

BERBEED A X —

1) fE#EX
T, BEVHERICEWT, EFFIEEZXHAWTEERA1TO BAIEE L COEERNAIEELR D D,
(FEEITHROELG r FTHERTZEBZLHD)

2) ¥ 70—

3) EXFIEE

4) BRIERZYBICHNAREET2AHE BUVWEHLEEXEEEL) . PLUOZFDY X T LDEREA,
(FT—E2R—Z_ BWEbETORELEY)

5) BHETREROY T I, (EBHEABRIEFIZI—TH L)

X7.1.1.1. EBREMITTHRIBLTH KUy
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1.2.2.1.3.

No guidance included in this document with regards this requirement




Software Update

7.1.2.
The vehicle manufacturer shall record, and store, the following information for each update applied to a

given vehicle type:”
HlRA—A—F, FROEMAENICEAINSIZERNICOVWT, UTOBERZEZPBLORETHHDET
A

%@ )’IéR (UNFRIRXZ IS5 1 2 BH D)

AEHEL, EAEA—HD—DO7O0€RICE>T, V7 b7 2T7EHICETIER UTOTROEICERER) %R dT 2T &
MTEDBZEARIMTHIZDICEDLNT WS,

AKEHICL->T, BHEYBAYV 7MYV T7EFRICEEL X —H—DEBAZEZFLABEIC. "Y1 DEYBICH L TERA
FIFERBELIRREICA Y . A OAREMHIZ. UXBEHICOWTED LI BIEREZLZHEIRZTLONZTEDHDEILDTH B,
BHRYRTLDRLCBEEOBEFR CCHNICEFIN, BEFRTOS X T LANREKRBAAZZ T WA WEELH 5, [ LiRHE
AEENLTCRILT =X 74— 1L RBLUO 77—y bERAWEYY IT—42D, OB THIEELHD, ZDHAE.
BURLAZHEIBRT 272012, THRICERT 2ERZLIREIZZITREHRL. B TRXADEH (INEFA—DH—IDTETHIHNE
DNHD) ICDODWTIERIBEBRBNI XY T D ELHTALDICERT B ENTES, BFHONDDTEHNLE S Y —XHFET
HZ e A—H—DEHT B ENTELFEICIE. X—H—DBEZEBT A ENIDRETH 5,



Software Update

BERNBERDA X —2

1) #ERX
M, BE7OERICBVWT, EBFIEEAAVTEERLR T BB COEINARELD D,
(BRI RDEKG r T THERTESZLHD)
2) ¥ 70—K
3) EBNIBFHEE (BEEEZZ0HD TR ELBEBVIBAENHBITENIEL W)
4) 7.1.21.~7125.F COXEEEDH -
(REAHEDHBE, LUTOBRAZEDLIICEFEDT, EDLEHICIRET EH, REHFLEOEEMEICEET 2 TMmANE, )
5) REXEDY T IL

¥ 7.1.21.~7125.0NBOBRIE AL X FINETOETED S>NTLERH, RETHBERICOVWTRFEAEL TH I ENEN,
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7.1.2.

(WP29fZfR>E & V) 51 F)

Software Update

Explanation of the requirement

The requirement is provided to ensure that a vehicle manufacturer’s
processes enable information regarding software updates, as defined in the
sub-clauses below, to be recorded.

This requirement enables information to be made available to the registration
authority should they request an audit of a manufacturer relating to software
updates and establishes what information should be recorded for that
requirement.

There may be cases where a vehicle system is regularly updated with the
same type of update and the system being updated is not type approved. An
example of this may be map data using the same data fields and formats via
the same delivery method. To reduce repetition, in this instance, one could
require that the information detailed below is recorded only once and it is
stated that it holds true for that class of updates (which would need to be
defined by the manufacturer). The logic of this would be to reduce the burden
on manufacturers if they can demonstrate that such a regular series of
updates would exist.

NEH L, Eﬁx H—D7AERICE->T, V7 b7z T7EFRICETIER UULT
DTFRDBICER) LT A ENTERAILARIATRI-DICEHONTWLDS

AEHFICL- T, BERYBAY 7 b7 2 TEHIC %‘fo—ﬁ—w?*%%htf
BEIC, DD DYUBRISH L TERHIFBAIEEARIREICAR Y, A OERBEMHIZ, BZEH
uom15@$5@|ﬁ%@ﬁ?«%%@ﬁ%m%%%@?%%o

HlYXTLARLCEBEOCOEHF CEANICEF N, BHFO X T LAREAR AT %
ZIFTWRWEELH D, RLERHEAEEZNLTCRALT—4X74 =L FBLUVT7 5 —
7/%%%m67/77 &ﬁ\;wﬁfﬁé% rhHsd, ZDHE, &YKL ZH
ﬂ?f?ﬁét \—\ —F a\—uil_l_—.—g—él $E%1E7L— nafib éu&77%®§$ﬁ ( ﬂi)(_
H=—DERTIDLELH D) ICOWTIEIARBERNZYT D ERHTHLIICEKRT S
ZENTZ B, E%ﬁd)b\b\émﬁﬁﬁﬁayU—X“b“?‘f@“% xR AXA—hH—NEEAT %
ZENTERGEICE., X—Hh—0BEZERTEIENIDHETH S,




WD B (WP2ORRIRCE & U 3|F) Software Update
71.1.2.

The following clarification should be noted

‘Each update’ refers to every update (both type approved and non-type [BEH] Lld. T_RTCoFEH EARTEAR BEARATZ2ZF 0B VLWHODM
approved) ) EIET

‘Vehicle type’ is intended such that information is recorded for a given vehicle [BEEA] E. FSEACERCEREOEREAICOLWTERZLEHT 22 L2 EK
type and not for each vehicle LTW?

Examples of documents/evidence that could be provided
The requirement should be evidenced by the vehicle manufacturer REHIE, BHRA—7 —ﬁiTEQZ.l.Z@—Fﬁi@I/_EfC‘%ﬂ?:é ﬂé/!‘%ﬁ&% EDLS C:EE_%%Z?
demonstrating how they will/do record the information required below in the SLTWS ﬁ‘%ﬁlﬁi—ﬁ f{b:aﬂﬂ'@*%ét_ki STEEFHTRZHDET B, HXER
sub-clauses of 7.1.2. The information may be contained in (existing) iE GiF0) BREEY R AY FXEIZEDTH LU,
configuration control management documentation.




Software Update

7.1.2.1.

Documentation describing the processes used by the vehicle manufacturer for software updates and
any relevant standards used to demonstrate their compliance;”

V7 M2 TEFICOWTERA—A—MERTE70R, BLOZOBEEABTH/-DIEHT 5
BT AEECOWTERH L =-XE,

ﬁz'lj: %R (UNBIRXEICH T 2 EHDEHR)

AEHZ., ABECEETAEMA —H—DO 7 AL OWTEH LAE-XEA2E L, HEEXA—H—DHrH 370X %X
2T HEHEERLTWS,

BELERDODA X —
1) FEEEmMIOBESTEH0Y T,



HEF O BE (WP29RRERSTE £ Y 3| F) Software Update
7.1.2.1.

Explanation of the requirement

This requirement refers to documents that describe the vehicle AEHIZ, XBICEET2HAA—H—D7OERIIOVWTCEH L AAXEEEL, El
manufacturer’s processes relevant to this Regulation and requires that A—D—=—Ihh 570 R%EZ2XENTHIEE2ERLTWS,

the vehicle manufacturer documents them.
Examples of documents/evidence that could be provided

7T11BEELICZOTHNOBEICEHINTWSA 7O ADOXE, uoticInso7adtEX
AMEROEMELICE > EBHINS H DR,

Documentation of the processes listed in paragraph 7.1.1 and its sub-
clauses and a description of how these are applied to individual vehicle

types.
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Software Update

7.1.2.2.

Documentation describing the configuration of any relevant type approved systems before and after an
update, this shall include unique identification for the type approved system’s hardware and software
(including software versions) and any relevant vehicle or system parameters;”

BEET 2AARAFAL X T LOEFAROBRZRAT H2XE, INid. BAFBAEAS R T LD/N—F
JrT7BELRY TN (Y7 ET I TNRN=TarEESED) OEAREN. Ao NICEET A EmME/-IL
AT LDINTGA=REZELHDET 5,

ﬁg %R (UNBRIRXXCZICH 1T 2 EHDERBR)
ARKEHIL, V7 b7 T7EHRICEESTIEMURTLDIRNTOEBREELFT DI ENTE, ZNHAERFTHEEIND E LR

TR TAIENTEBRZELEZERTDHLDOTH S, BEFHORRBAIBEAS AT LIE, HIHEHOLIRIOER E /-1
TARTOURIONR—> 3 TEREINTHTEH LU,

BERNLERDA X — BIUN° IA-9TEOTARICB D T (TR IIBEE

1) FIRE@ICHELT ZEEDNY Y S, = =
o — T |0 B

BI{E £ EE

ECU | ECu

CSI 7A-4A CSI 74-4A

POER POER

181 /F i Bl /F S

CSK 74-4B CSH 7)-4B




HEF O BE (WP29RRERSTE £ Y 3| F) Software Update
1.1.2.2.

Explanation of the requirement

The requirement requires that all configurations of a vehicle system AKEHIZ, V7 b7z T7EHNICEET 2EMIRTLOIT R TOERZZLEKT 52 ENT
relating to a software update are able to be recorded and assurance can T ANDPERSINDE VWD RIAZRBIZIENTELZ L EZEKRTEZEDTH D, &
be provided that they will be recorded. The type approved systems being FHRDORARAEAS X T LI, HIHTEROLUBIOBRE/-IZT XTOLUFIO/NRN— 3~
updated may comprise a range of previous configurations or all previous TR INTWLTH LU,

versions.

Examples of documents/evidence that could be provided

Configuration management processes may be used to evidence what the X — 7 _—75‘\@%56%%3‘5 Hh&EIEHET H7-01C, BREE7OLXEZHNTH LU, I
manufacturer will record. This should include the recording of: L}(‘F@ﬁﬂﬁ%%t‘/\“? 3502&_3‘5 : . _ _

(a) Any relevant vehicle or system parameters of the target update system (a) BFIRY X T LOBHEIERDOBET 2EM LIV R T LDNT A =LK,

before and after update; N _ . . C s =

(b) Hardware and software version numbers of the system being updated. (0) EFRDY AT LDN=F T T7HLVY 7 b7 xT7N=Y 3 V&S,




Software Update

7.1.2.3.

For every RXSWIN, there shall be an auditable register describing all the software relevant to the
RXSWIN of the vehicle type before and after an update. This shall include information of the software
versions and their integrity validation data for all relevant software for each RXSWIN.”
ZRXSWINICDWT, BEFEROEMBELDORXSWINICEEST 29I XTOY 7 Tz T7ICDOWTEKEHEHL7-5E
BRAEBRL Y RAZ—=—DH2EDET D, ZNiE. ZFRXSWINICOWT, IXTORPBETZY 777Dy
Zhb7zT7NRN=2a Bl OREMRIET —XDIBEREELLDET B,

ﬁg %R (UNBIRXEICH T 2 EH D)

TEMRIAET — X, BYAREEZETZEN. V7T T7HARITAINTVWAEWI EZRIET 52 EHNAJETH S L
DRHDTHHZNETHD LT D,

BELERDA X —
1) EEEmICELET2EHEOY T,



Yoo B (WP29fBIRXXZ & V) 51F)
7.1.2.3.

Software Update

Explanation of the requirement

The integrity validation data should allow a suitably skilled person to verify
that the software has not been manipulated.

‘Integrity validation data’ refers to the output of the method used for
authentication of the software versions

‘Auditable register’ refers to a register that can be audited

Configuration management processes may be used to evidence what the
manufacturer will record. This should include evidencing the effectiveness of
the processes for recording of:
(a) For each RXSWIN:

(i) List of software relevant to the RXSWIN

(j) Software version and integrity validation data of each piece of software

before and after the update
(b) How information regarding the RXSWIN is recorded. Information relating to
an RXSWIN should include:

(i) Description of the system/software functionality relevant to that
RXSWIN;

(i) Regulations affected:;

(i) Software relevant to the RXSWIN;

(iv) Integrity validation data of the software relevant to the RXSWIN;

(v) Method used for generating the integrity validation data.

How information regarding an update that is relevant to an RXSWIN is

recorded, this should include:

(i) List of RXSWINS affected by the software update

TEMRAET — & d. BYIGRKEZET 2EN. V7 b7z T7ARITAINTLAEL
CEERIRIET D ENFIRTHDEIIBLHLDTHEINELDET B,

The following clarification should be noted

[ReMRIET — & &l V7 bz T7 "= 3V ORFICAHWAAED T T b
Ty N AHIET

[BEBARRLALYRE—] Lld, BATSIENTELLY AL —%ET

Examples of documents/evidence that could be provided

X—H—PMAHELFRT HHEFAETH7-01C, BREEOLXZHAVTHLL, Ih
3. UTFZXBHRT 270 ADENEDIREETREHLDET S

(a) ZRXSWINIZDWT :
(i) RXSWINICES BT 2V 7 b7z T7DY X b
(§) BFHRIBORY 772707 F 72 T7N=2arvELU0REMRIET — 4

(b) RXSWINIZBE Y B 1B DT A E. RXSWINICESET 2BRMIIUTE2ETREHD
95
() BFERXSWINICEEET 2 X T LV 7~ = 7 OB DA,

(i) EEA =T 5 HA,

(iii) RXSWINICESEST BV 7 by = 7,

(iv) RXSWINICBSET B Y 7 b = 7 DREDMERIFT — &

(V) BeMARIFT — X DERICEA L 725 %,

RXSWINICEEE T 2 EHICO VW T DIERDEHF AL, NiE. UTZ2ELREHLD &
ERAR

D)V 7 b2 T7EFOEERZITHRXSWIND U X b




Software Update

7.1.2.4.
Documentation listing target vehicles for the update and confirmation of the compatibility of the last
known configuration of those vehicles with the update.”

FEHONRKREMZLEH L1cXE. BLODD 2 EMDOEH OB & B & DB DS,

ﬁg %R (UNBBIRXCE 2 1F 2 B 8)

WREMDIEHR L. BFHFEMOVINL NILTHEAIBETHERETHD ET B,
BEEENERINTWVWD E WD HERIZ, ERERTIERCEROIZL—TICOVWTRET LI ENTE S,

BELERDA X —
1) EEE@mICELET2EHEOY T,



HEF O BE (WP29RRERSTE £ Y 3| F) Software Update
7.1.2.4.

Explanation of the requirement

Information on target vehicles should be available on the VIN-level for WREMOIER T, SHETMOVINL XL THAGBETHEIRELDET B,
registered vehicles.

Confirmation that compatibility is ensured can be provided for a group of HEEIERINTUVSE E WS R, EREMTIERCEmD 7 IL—FIZDWTEE
vehicles rather than individual vehicles. ez e TE S,

The following clarification should be noted
‘Target vehicles’ refers to the vehicles targeted for the software update [WREM] &ld. VI M2 T7EFONRICAESEMAIET
‘Last known configuration’ refers to the fact that the vehicle manufacturer [E=AHTOBEAER] &1d. FIZIE. ZOMBELE-EERBEIANEEL/IHERE, B
may not know the actual configuration of every vehicle of a vehicle type inthe MX—H—AEHTOEMERDKEMOERDERZI SR WAIEEELAH S & LD
field, for example if it has been modified by its owner or a mechanic EEZIET

Examples of documents/evidence that could be provided
A—H =A% RET 2HhZRT 572012, BREE7OEXZALTHLL, TN

Configuration management processes may be used to evidence what the o s =
. UTFTo702ROEMEDIREETREZHLDET S !

manufacturer will record. This should include evidencing the effectiveness of
the processes for:

(a) Identification of target vehicles for the update

(b) Checking the compatibility of the last known configuration of the target
vehicles with the software update

(a) BEFONREMmOEZFE
(b) WREMOEIFTOBEMERE Y 7 by 2 7EH E DB DOHES




7.1.2.5.

Documentation for all software updates for that vehicle type describing:
(a) The purpose of the update;

(b) What systems or functions of the vehicle the update may affect;

(c) Which of these are type approved (if any):

(d) If applicable, whether the software update affects the fulfilment of any of the relevant requirements

of those type approved system;

(e) Whether the software update affects any system type approval parameter:;
(f) Whether an approval for the update was sought from an approval body:

(g) How the update may be executed and under what conditions;

(h) Confirmation that the software update will be conducted safely and securely.
(i

) Confirmation that the software update has undergone and successfully passed verification and

validation procedures.
LEZEMEADITANTOY 7 bV TEHICONT, UTZREHT 2 XE .

(a) EFTD B,

(wE%#%@%Ei%ﬂ%ﬁ@%%ﬁﬁ@%x%Aitu%%\

(c) Z mb@vﬁﬁﬁzTﬁiffué%a(%%i .

(d) ZLET2HEE. V7 Nz T7EFPLUBZEARABFA LR TLOZET 2EEADES]
HHE DD

(&) V7 b T2 TEFNA VAT LDOBABRINT XA —RIFELAEZ DD E DD

(f) BEFHTDOAGRILFR AR DEKFED & D H.

() BFiA2 DL Y BEETTED LS ITETITNIE L WD,

(h) V7 b %*ﬁﬁ‘?éb\/)’b:\:l ) &ﬁ/ff%ﬁ@éﬂ% &L ’)Eﬁnuo

() V7 b7 2 T7EFDERIAN, RIES L OZYMERFIEDEBER KR T L2 & DRER,

EREESR
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ﬁ@ %R (UNBEIRXCZEB IS BT 2 EHD5A)

BHOBWNEE >BEFRIZIERILBNOEROFER (YT 2HE) I[P\ TiF, BHREFEHTHLL, BRI X
TFLAABELCEEOEF CERAMICEFRFIN, BEHFFOI AT LAABARAEZZIT WA WEELNH D, BLERAEE
ENLTCRILT—X74—ILEELVPT7+r—y b Z2HAWVWAT Y TT—2H. ZOBTHEIBENHB, TDHE.

YR LEEBT 272012, TLRICEHERT ZEREXLIESITEHFKL. X7 TRDEH (TNIEFA—H—DEFEET D0
BAHD) ICOVWTIEARIBRAZLETAERHTALDICERTEZZENATES, BHOML DTG Y — XA
BETAIEHEXA—H—PEHEAT A ENTELHZBEICIE, X—H—DOBBAEFTIHIIENZDORETH S,

BARZEEmDA X —

1) MBI TED N1~ FTOBFERIZBEHININEEZERY > TILDOETR,
BEEAZWLNDOT, TNOHN]1 77A40LIZHE>TWEHEWESIZY Y —BENAEEZEm AR/ TV BELNH S
BENH B,

CSMSEEE L A WIEAS(SUMSEMEREDIEES) ¥ 1Y T4 I1CBET5BBIc>WLWTIEY (BEL) X2V TF4g
FUHORYIFWNIOWT"ESBDZ &,
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7.1.2.5.

Software Update

Explanation of the requirement

Information may be clustered for updates covering multiple purposes or
multiple updates covering the same purpose (if appropriate). There may
be cases where a vehicle system is regularly updated with the same type
of update and the system being updated is not type approved. An example
of this may be map data using the same data fields and formats via the
same delivery method. To reduce repetition, in this instance, one could
require that the information detailed below is recorded only once and it is
stated that it holds true for that class of updates (which would need to be
defined by the manufacturer). The logic of this would be to reduce the
burden on manufacturers if they can demonstrate that such a regular
series of updates would exist.

Evidence should be provided by demonstrating the processes used to
record the information. If the processes have already been used then the
output of the processes (the resultant documentation) could be shown to
demonstrate them.

Examples of documents/evidence that could be provided

BHOBWNAF OEFE/-IERALBNOERDEF YT 25E) IC20WTiE, 1BR%E
FEHTHEW, BERVATLANELBEOEFTCERWICEFIN, BEFFDOXT L
NERBAIZZITTVWARWEELH S, RICERHEAEEZNLTRILT—X74 =L B &
D74—<y bERAWETY IT—2D. ZOBITHIG5ENH D, ZDIHE. BYIRL
HHIET D720, TRICHART 2EREZIELITEHFL,. Y%7 7 R0FEH (Thik
A—=—H—DTEETINEINDHD) ICOVWTIEIRIBEBRI XU T D ELEHTALDICEKRT S
CENTZED, BEFOLIDDTEHN LY ) — AN FETLIIEEA—H—DERRT A2 &
DNTEHEICIE A—Hh—DBEZERTEZEANZDRETH 5,

SHLIE. B A SR T A-OICE W Ov X ASRT A S ICL - CEBHEIRTED L
T5, BETACZADT TIERAINTWAREEICIE, FNEAAT I7-H1C. 7OER
DTTRTy b (EREALDIXE) 2RRTDHIEHNTE S,

(a) The purpose of the update;
(a) D BH.

No guidance included in this document with regards this requirement




WD B (WP2ORRIRCE & U 3|F) Software Update

7.1.2.5.

(b) What systems or functions of the vehicle the update may affect;
EHNTEZ SR HABMEOHHEMD T X T L £ 7 I58EBE.

Explanation of the requirement

The intent is for the vehicle manufacturer to describe the target systemor EN(Z. ElRX —H—71', BHFONRY AT L F /-3 (B2 IEFE> X T L, ERS
function for the update, e.g. braking system, radio and any other systems JUOBEHICLZ2HEASZ T DREEMDOH D Z DD R T L F /- 13H#EE) (CDOWTEHET

or functions that may be affected by the update. b ETHD,

(c) Which of these are type approved (if any):
INHDSBEABAIEZZITTVWEEHED (HDHE) |

No guidance included in this document with regards this requirement

(d) If applicable whether the software update affects the fulfilment of any of the relevant requirements of those type approved system;
T BGEIE. V7 b TEFAREARABRAV AT LOZET 2EUHRANDBEICEEESEZ DD E DD,

Explanation of the requirement

This requires the manufacturer to record the output of the processes AEHIE, A—H—I27118BTRELATOERDT 7 Ty hERFET D L5 EKRT
described in paragraph 7.1.1.8 (the two requirements are linked). 2H0DTHD QODEHHIEELTWS) |

The justification / reasoning for the decisions should be recorded }?%EUNI‘ETL/EEEE EREREEDHICHFINZTLDET S (FNICL - T, AR F 72 1%
together with the outcome (to allow verification at audit should that be FAYBHNOERLDH >TBAICEBRBICEVWTRIINTES L5 2)

required by a Technical Service or Approval Authority).




o B2z (WP29MIRCE & 1) 2| F)
7.1.2.5.

Software Update

(e) Whether the software update affects any system type approval parameter;
VI M T2 TOEFAN AT LBRERRNTA—X—CHETINE DD,

Explanation of the requirement
This requirement should consider the relevant test used for the affected type =~ AEHIZ, FEEZZT-RATAIEAINI-BEST ST, BLOY 70T

approval(s) and whether the software update might affect or change the BHD., TAMDERBESINLEZZEICEWT, BT A MNOBRICEEEZEZX D, HD
outcome of that test under the conditions in which it was conducted WEH D BEREZZZDAIEEEL HEINE I EERBIRETLDET B,

The justification / reasoning for the decisions should be recorded together }?&EUN‘E?L/EEEEI REREED _Eﬁﬁ"\g HDET D (FNITL - T, HITEE
with the outcome (to allow verification at audit should that be required by a A HENLERLH - BEICEBICEVWTRIEATES L HICT5)

Technical Service or Approval Authority).

The following clarification should be noted

‘Software update’ refers to the definition in 2.9 (V7 b2 T7EHI] LlE. 290 EEZIET

‘Any system type approval parameter’ refers to any parameters defined within [ R T LOBARAINT A—&] ClF, FEZZITHHEARITRANTERINT
any affected type approval regulation(s) WB/NRTA—R%&IET

(f) Whether an approval for the update was sought from an approval body:
SERTOAFILFRAIEE DRI & D D,

No guidance included in this document with regards this requirement




o B2z (WP29MIRCE & 1) 2| F)
7.1.2.5.

Software Update

(g) How the update may be executed and under what conditions;
EHAEEDLIDBRFHTTEDL S ITEITINIEL LA,

The following clarification should be noted

‘Conditions’ refers to any criteria needed to execute an update (] L3, BFaETTE-OICHEBEREELIRT

If new hardware is necessary for the update, this should be mentioned in the EHICHRON—R T 2 T7HRERIGE, INEAREHICEDCRKEORIZHEH T
conditions under this requirement THDET B

Examples of documents/evidence that could be provided

The manufacture may use the release notes for the software update to fulfil A==l ZIK%#%%%C?#C&)E;/ 7/_'17 {TE%ﬁ@ )Y — A/ _ F?\@Eﬁ? LE%
this requirement. The release note should contain the following information Se VU—=2/ = UTOREEEEAETHDET L (B INLEITICRES

(but are not limited to): 73 bp o o g e

(a) Conditions that define a safe state for the update to be executed: (a) Efmi%ﬁ@b%fc&)@ﬁ%@%’ﬁ&b\éﬁﬁﬁ\?}%#:ﬁ R _ .

(b) Actions required from the vehicle user / a competent person (if needed) <b>/fE%ﬁ7E4 YA R—ATSEIC, BRIV BEEE (WEAGE) (CERIN
before an update is installed. 2178,

(h) Confirmation that the software update will be conducted safely and securely.
VI RN TERDNREN D F 12 TRFTETEREND & WD R,

Explanation of the requirement

The information provided should contain details on why the conditions BHTIERIE. @QEOXEIALRLETEXF2T7HY 7 T2 T7EFRICOENZER (R
from clause g) lead to a safe and secure software update (justification) W) . BLUOHESEXHFEZ®EIHE (KL OFHzELRETLDET B,
and how they will be met (verification).




o B2z (WP29MIRCE & 1) 2| F)

7.1.2.5.

Software Update

(i) Confirmation that the software update has undergone and successfully passed verification and validation procedures.

V7 T

EHONEEE N, RIS L OZLMERFIENFEL (T L7l & DRERR,

Explanation of the requirement

The purpose of verification and validation is to ensure that the software
update works as intended. The method(s) used should be appropriate to the
software update.

‘Adequate’ refers to a level where the manufacturer is able to justify that what

This should be primarily determined by the manufacturer and may be
confirmed by a Technical Service/Approval Authority (upon audit for example)

‘Update’ refers to installation & execution
The processes use for ensuring software updates undergo verification and

validation to a level that the manufacturer is satisfied with and how this will
be recorded.

|
i
f
f
y

The following clarification should be noted

has been performed is sufficient for the purposes of verification and validation.

Examples of documents/evidence that could be provided

WS L OZLMREROBMNIE,. V7 E 7z TEHRHNBRLAEBY ICERT 2L
ZRATHIETHD, ALVoNDAEE. VIZ bV TEFRICELIZHEDTHDHN
TbDET B,

E Al &ld. ERINAZ EMPRAS L UOZEAUEROENICELW TS THS
TEEA—N—DIEZLTSHZ é:iJ"C%%l//\)l/%ETa@“o INIEEICA—A—DRE
ITARNZLOTHY . (PIATEERIC) MR/ RASEIERL T LW

[FH| &ld. A VR F—ILEETAEIET

VI MNTITEHIIOWT, A—H—DEET B L NILTHRIES L OZ LA
SN, TNEELHRT DA EZRILET H7-OICFERAT 2 701X,




Software Update

7.1.3.

Security, the vehicle manufacturer shall demonstrate:

tF*aUT4, EMA—H—IEIUTZEATEIHEDET S -

7.1.3.1.

The process they will use to ensure that software updates will be protected to reasonably prevent
manipulation before the update process is initiated;

B 7O IAFEBT BEIIC. BENICKIAZBHIETAENTY 7 b7 7TEFDREIND Z & Z{REE
TEH-DICEMA—H—ERTZ 701X,

%@ %R (UNBRIRXCE ICH 1 2 EHDRER)

RKEHL, BESNDIFEDOY 7 b7 7 EBEHFOTEHSLVELERHARINETH7-0070CXIIHNTEELEDOTH 5,

HMA—h—7", EOFFHAEMIEONZINEZGHEL, BB TCENLRBEFOADNEMIIESND I EZFRILET H7AE
z#%%tbvw%%&m%%/;Té% I L TCRTIENTES, EVWIDHZDRBETHEIRELDET S, N
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Software Update

7.1.3.1.
Explanation of the requirement
This requirement addresses processes for ensuring the integrity and AEHER, BEINDIZIFEOY 7 bV T7TEFOREMEBS L UVEEWARITT 570
authenticity of the software updates that are to be delivered. The outcome D7AOCRHNTEHDTH B, BEMA—H—D, EOBFHHEMIESNDE D %
should be that a vehicle manufacturer can justify to a Technical HEL. BB CEMNLEEFOADEMICEOSND ZEAZRIET I TAOLIAH D & W
Service/Approval Authority that they have processes in place for controlling SR A TR SRR U BICH L TRT I ENTES, EWLWHIDAZDORETH S

what updates are sent to a vehicle and for ensuring that only known and valid XZXH0&EF 5, INlE, EMICIEET 270 T 7/ —Hh b X —Hh— (TR S
updates are sent to vehicles. This may include processes for securing updates MN/E-EFHFZRETL7O0LIXEZEZATHTEH LU,
provided to them by suppliers for delivery to a vehicle.

The following clarification should be noted

‘Manipulation’ refers to changes or interference in the software code of the [EA] LlE. BHOEREICL > THERZEXONTVLWAEWEFOY 7 7T
update that is not authorised by the originator(s) of the update O—RFDEBF/-IINAZIET

The test of “reasonable” should be that the manufacturer can argue through A—H—"FER, WUBLICIERZNL T, FRINZTRELINBEICHIGT 5D
claims, arguments and evidence that the process employed is sufficient to It D THDEERTDIENTESL, ELWHDN BB OTAMTHEINEL
meet the threat DET D,

Examples of documents/evidence that could be provided
Standards that might be applicable include: ISO/SAE 21434 BEASNDAREMDOH 2 EEICIEUTAEZENS 1 ISO/SAE 21434

The Cyber Security Management System may be used to evidence this $§T¢%Eﬁﬁﬂ?féfc&5§\ ﬁt’r\\/\o_?ﬂf - U ?L%E‘\/Z?f%ﬁm:f% £, Bl
requirement. The vehicle manufacturer should explain how it does this. A=N—F SRAVATLDNEDELS ICINERITT 2D EHPT RS LD LT D,
The cyber security regulation may be used as a reference. YANR—wF2 VT A RAUESRELTERLTOHLL,

Demonstration of the manufacturers processes may be provided as evidence. X ;735—_@\70‘:' ?Z@EEEEEEE;%(‘: kf\ﬁﬁi\;’c b CE L:O :f”i\ f_z:r7 A= EET
This may include a description of any integrity checking mechanism for ?EXB? =BT 5 7 7_ |\\r7 I / E*ﬁ@i’?ilﬁﬁfﬂx jz\f%i\@'ﬁﬁﬂ% = /‘\{/G\'\’Cf)"t \'\g
software updates during their download and execution stage. This should CNIC L 27T ?kad% /7 bV x i%ﬁjﬁiiﬁﬁtiﬁbﬂf:% DERMLETH DI & EEE
provide proof of authenticity if it demonstrates that the sourced software BINniE, BEEORERELILZLICRZ2ETTHS,

update is same as the one sent to the vehicle.




Software Update

7.1.3.2.

The update processes used are protected to reasonably prevent them being compromised, including
development of the update delivery system;
FERINEEFR7ACLINBIRELINE Z L Z2EBRNICH BN TREINTWLWS (BEFRHES X T LDH

HeaL) .
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WEATAIENTELRWT EARITAHTAELAAH S E WS R Z BT /By BRI L TRTITIENTE S,
EWIDHZDRERTHIRETLDET B,
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7.1.3.2.

Explanation of the requirement
This requirement addresses the processes for delivering software updates to AEHIF, NEAEFAIREIT BN TY 7 NV T7ERAGBHRILTEIENTER

ensure they cannot be compromised to deliver unauthorized updates. The WZ & ZREET B7-DIC, V7 b7z TEFZRBETH270RICHNTE2HDTH
outcome should be that a vehicle manufacturer can justify to a Technical 5, HA—H—N, FELEFHZRETIENTEFRA N ALEZHNIATSHZL
Service/Approval Authority that they have processes in place for ensuring that A TEAWZ L ZRIALTE 7O AN DH D & WS RILA FMHEES SRR U BICH L T
the update mechanism cannot be manipulated to provide unauthorised TR ZENTED, EVW) DWW ZDIERTHIRNELDET B,

updates.

The following clarification should be noted
‘Development’ refers to processes employed during the creation of the update [BIF] L1F. BENC LT F a2 U T4 ZBOIATT-OIC, BV X T LOIERT

system to build in security by design RSN 08X %iET

‘Update system’ refers to the system created to deliver updates (B RT L] L3, BHZRET DDIHERINIZV AT L%EIET
Examples of documents/evidence that could be provided

The Cyber Security Management System may be used to evidence this $§T¢%EEEE?ET:@E\ ﬁ’r/\_?ﬂf - U ?i’:é.fﬁ:/xif%ﬁﬁhz’c% £, Bl

requirement. The vehicle manufacturer should explain how it does this. A=N—F SRAVATLDNEDESICINERITT 2D EHPT RS LD LT D,

The cyber security regulation may be used as a reference. YANR—wF2 VT A RAUESRELTERLTHLL,

Demonstration of the security processes applied to the software update V7 bz TEH IO LRICRESINT X2 Y T 0 TR XD,

process.
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7.1.3.3.

The processes used to verify and validate software functionality and code for the software used in the
vehicle are appropriate.

BHETERAINTWEY 7 FT72T7I2200WT, V7 7 T7OBREEELCI—-FABYITHD Z & ZIREE
BLOHERT H71-DIEFRBINE 7 AL X,
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7.1.3.3.

Software Update

Explanation of the requirement

The intention of this requirement is to ensure there are processes in place so
that only properly tested software updates are sent to the vehicle. The
processes required should aim to minimise bug-fixing of errors in software
update.

This requirement is linked to paragraph 7.1.2.5. part i). Paragraph 7.1.3.3.
requires confirmation of the processes. Paragraph 7.1.2.5. requires
documentation that they have been applied to software updates.

‘Appropriate’ refers to the use of processes which meet a justifiable level of
expectation

The manufacturer should be able to provide an argument, based on claims
and evidence, that the processes they employ are appropriate. These may
refer to standards and best practice.

AEHEOEMIZ, BYICTRAMNINAEZY 7 b2 T7ERLTPERICESND LS &
TOVRNHBIEERIETHIETHD, BEXRSNd 70X iE, V77278
BT —DNTEBEZR/NNRICTAZIEZBIEIRZLEDET B,

AEHE, 7.1.25B0)ICEEEL WS, 7.1.3.3ElF. 7O XOERAERL LB,
7.1.25EZ, ZNoAY 7 b TEHRICERINALIEARIXEZERLTWS,

The following clarification should be noted

(B THD] Lld. EHEROoNDLRNILOEFZE-T 0w ADFER%ZET

Examples of documents/evidence that could be provided

A—H—ld, TRBLCEICEOWT, RT3 70X BUTHS Z & DHM%E
BT E2IENTEEZIRTLHEDET D, INnld, EEBLIURZA NS Z7 774 X%
LTH LU,
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7.1.4.

Additional Requirements for Software Updates over the air

Over the Airy 7 b7 = 7EFICET 2 EMEH

7.1.4.1.

The vehicle manufacturer shall demonstrate the processes and procedures they will use to assess that
over the air updates will not impact safety, if conducted during driving.

Bl X —h—%, Overthe ArEFAEEGLHICEBIN-HZETCHLEZEUICEEZEZ W L2 MT 5
HOICERT 27 A RBLOFIEZERITZHDET B,

ﬁjqj: %R (UNBIRXXCE BT 2 EHDHER)
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INoLO7O0vADERA, 7.120BICEKHITHEBYICEHRINRETDHDET S
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7.1.4.1.

The outcome of this process should be that vehicle manufacturers are Bl —h—N, TOCIARBEEEZH LT LW AEBENRGBINAIREHT LI ENTE S,
able to provide a reasoned argument that their processes fulfil this EVWIDHAZDTACADERTHBIRZTHLDET B,
requirement.

The outcome of these processes should be recorded as described in INLOTOEXDER%Z, 7T125EICEHT BV ICEBHZRINELDET S
paragraph 7.1.2.5.

Examples of documents/evidence that could be provided

Manufacturers should provide details of the processes and criteria used {*77“‘1\ %Q%ﬁﬁﬁﬁffq] Q\ﬁ?fi\@f%gégfiéﬂﬁ%l@ﬁ%575\ ED D aFHmS 57
for assessing whether updates may have an impact on safety while driving. =-ERASN2 7O A B LOEEOHFHLZRHETRE LD LT D,




Software Update

7.1.4.2.

The vehicle manufacturer shall demonstrate the processes and procedures they will use to ensure that,
when an over the air update requires a specific skilled or complex action, for example recalibrate a
sensor post-programming, in order to complete the update process, the update can only proceed when a
person skilled to do that action is present or is in control of the process.”

Bl X —H—Id, Overthe ArEFOEIFH 7L RET T IE57-DIC, FHEDHEEF - I3EMLITE) (F)
ZIE, oY ORIA MO IV TDBTYY JL—3y) NERINDIGEIC. hh5{TEIZ T 5%
e8I 2EDNZTDHZICWAED, HHWE 7O ZHEHTE ZREICHDIGEICREY FEFa2ED B N
TE2AHZEZRIANTHT-OIERBT S 70 RBLVOFIEZIEBRTHHDET 5,

N
4+ (UNBBIRSCE (2 35 1 2 B O 508)

AEHEOENIE, V7 NI 2 T7EFAFRBEILIITT T2, EMOMEEITENNLIE, HEIWIEMLZ &%
TEHZEWF—YEKRINBEWIEZRIAETEHIETHD, REHIZ. TNZBEITITACLREA—H—DMEILT S LD
HWELTWS, BN EMALITENZEKRT ARIEMENH 25512, BYIAREEZE T HH. b LLFIEZZ T -&ELZ
DIZIZWBED, HEWIIEBCEHINIESICIITOCRZHEHTEZREICHZESICEY . "HDIEFAEREIN
AT ERFRATATAECRADRRETH 5,
INHLOTOCADERA, 7.1.25BICEEHT A EBVICEHFEINZTLEDET S
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7.1.4.2.

Explanation of the requirement

The intention of this requirement is to ensure that vehicle owners are not ~ AZEHOREMIZ, V7 b7z 7EFHZFRBE/ZIIT T T 272D, BROFEE DM
required to do anything technical or complex for a software update to be BIE, BHBOIWIEMLRI AT DI EIT—TERSINGEWT EERIETDHIETH D,

initiated or completed. The requirement specifies that manufacturers AEHIZ, ChEBEETLIT7TOCRAALA—H—PHEITILIOIBRELTWDS, BN EM
have established processes for managing this. Where an update may BTN ZEKRT 2A]etED H 5513, BUILTFEZETHH. & LAEIEE=Z T /=&
require complex action there needs to be a process to ensure such DZDIFZFIZNWBED, HDWVWIIRBEBTEEINDIGEICIEI IO REZHEHTE 2REICH S

updates are only carried out when a suitable skilled or trained person is BEIRY ., DD E2BEFDAEBIND T EERIAETH7OCIANETH S,
present, or is in control of the process when it is conducted remotely.

The outcome of these processes should be recorded as described in INLOT7OEXDER%Z, 7T120EICEHT 2B ICEHZEINELDET S
paragraph 7.1.2.5.
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