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+ UN Regulation No. 156 on uniform provisions concerning the
approval of vehicles with regards to software update and software
updates management system
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Software Update

7.2.1.

Requirements for Software updates

V7 bz VEFICET 2N

7.2.1.1.

The authenticity and integrity of software updates shall be protected to reasonably prevent their

compromise and reasonably prevent invalid updates. \
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WD EZ (WP29RRIRCE & 1 3| F) Software Update
7.2.1.1.

Explanation of the requirement

This requirement addresses the mechanisms implemented on a given vehicle AEHZ. BWAY 7 b7 2 T7EFHLEIIHNZE 7oA - R EINEITINDE T & ZRAT
type to ensure that only valid software updates are downloaded and executed. 37-6®D, FEODEMA X TCEBINTVWEI A A ZILIIHNTEHEDODTHD, T
This requires that updates authenticity and integrity are validated by the Z. BIZIEH A>T 22 LICE-oT, BHOEEMSLUOTEMZEMNRIT 5 2
vehicle, for example by signing. Together with the processes described in EHEBERTDHIHLDTH D, 113 1BEELOT7.132BICEH T2 70 EEHIT, 2
paragraphs 7.1.3.1. and 7.1.3.2. this should ensure that the end to end system MIZk>T, fEEHA IR, ETEFTCOY I I 2 T7EHFOI LV RY—IZ Vv RV X T
for software updates, from creation through delivery to execution, is secure. LAt F 2T THDLEMNMREEEINDIZT TH D,

The following clarification should be noted

‘Reasonably’ refers to the level of protection being foreseeable and based on [BERIC] Lld. RENTFRAET, " ORILHDFLERICEOVLDTWLWSE L NILE
state of the art preventions =i

Examples of documents/evidence that could be provided
Vehicle manufacturers should provide details of the mechanisms used to E5 [y X :ﬁ—ti\: Foal & ﬂ?‘jc%’\‘iﬁﬁ@?&é *L7:: V7T 7%—%)?7‘5@75\ Bl TET
ensure that only authenticated and integrity checked software updates are };@é Z& %%EE@:% =OIFERINBEA N R LOEMARHTREELDET B,
executed on a vehicle. The results of authentication testing may be used as FORE 7 A b OFERZAHLE L TERA L TH LUy,

evidence.
The cyber security regulation may be used as a reference.
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Software Update

1.2.1.2.

Where a vehicle type uses RXSWIN
B A 2 HAYRXSW

=== =SA
7.2.1.2.1.
Each RXSWIN sffizge uniquely |Ee%|1%e % %Ly'pji‘é '?e eV é',rsog_ar 5 (Rodified by the

vehicle manufacturer, the RXSWIN shall be updated if it leads to a type approval extensmn or to a new
type approval.
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7.2.1.2.1.

Exarn €5 Si Gocliments/eiineng e trat ve: 43 be provided

Vehicle manufacturers may provide: B A — 5 — | i PRIt L Th L o . L _
Demonstration of how an RXSWIN is generated for a given vehicle type and EROBEMERNICOVTRXSWINA ED & S ICERS N, —BIICE > TWL2H DREHA
made unique

Demonstration that each RXSWIN has a one on one relation with its %RXSWW??‘EZ%T%%EE'J EIHIDBERERELTCEY ., R EEDL D IC L THEHE
appropriate Regulation and how the regulation can be identified 95N TE LD DA

2021/3
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Software Update

7.2.1.2.2.
Each RXSWIN shall be easily readable in a standardlzed way via the use of an electronic communication

interface, at least by the standard inter (OBD port)
f % f('*:b e the soffwargiersion(s) of the

ORI R
vehicle or single B ItH t 6h\ HiboNa| the Apexov@al Authority. This

declaration shall be updated each time the declared softvvare version(s) is updated. In this case, the
software version(s) shall be easily readable in a standardized way via the use of an electronic
communication interface, at least by the standard interface (OBD port)
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WD EZ (WP29RRIRCE & 1 3| F) Software Update
1.2.1.2.2.

Explanation of the requirement

This requirement requires that the RXSWINs shall be stored on a vehicle, in AEMH(Z, RXSSWINZE@AASGHE I EHNTES LH1Z, RXSSWINAEMmICEE SN
order for them to be read from it or that if it is not stored on the vehicle that TWARZ e, HAVWTEMICHEEINTULAWESIZIZ. RXSWINIZESEST 2 Y 7 b
the versions of software relevant to an RXSWIN should be stored on a vehicle T zxz7/X—2 3 AEMICEREIN, RXSSWINAD Y v I ABREINTWEAZ 2 E

and the link to a RXSWIN be declared. KTBHDTH D,
Examples of documents/evidence that could be provided
The following standards and regulations may be relevant: LT OEEE S TRANBEET 255D H 5
(a) 1IS014229/1; (a) ISO 14229/1.
(b) (OBD port): 1ISO 14229; (b) (OBDR— k) :1S0O 14229,

(c) UN Regulation No. 83. (c) UN#2BINo. 83,




Software Update

1.2.1.2.3.

The vehicle manufacturer shall protect the RXSWINs and/or software version(s) on a vehicle against
unauthorised modification. At the time of Type Approval, the means implemented to protect against
unauthorized modification of the RXSWIN and/or software version(s) chosen by the vehicle
manufacturer shall be confidentially provided.

BEMA—h—IZ. FERZELSEMICEHFH LZRXSWINE X O F/EY 7 b7 27— 3 2 RES
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%Z-Ij: %R (UNRRRRSCE IS5 1T 2 B D ELER)
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Higroo BZ (WP29fZIRXZE L Y 5|A)
7.2.1.2.3.

Software Update

Explanation of the requirement

This requirement addresses the security of the RXSWIN. Its intention is that
only authorised parties may change the RXSWIN and that this only happens
when a relevant software update is executed on the vehicle.

The manufacturer may describe where/how the RXSWINs are stored and
what measures have been implemented to protect them against unauthorized
modification.

Examples of documents/evidence that could be provided

KREHIZ, RXSWINDEF 2 ) T4 ICHLT2HDTHD, ZDRKIE, RFINT:
HEHEZITHPRXSWINEZZE TS A TE, BBETDHIYV 7 MV 7EHRDVEMTE
TEINHBEICRY INHRET D, EWHTETHD,

A=N—F, ETIT/EDLDITRXSWINARE SN, NELRZEED ORET 270 (C
EDEDBEENEBEINTWLWADZEHL TH LU,




Software Update

71.2.2.

Additional Requirements for over the air updates

Over the AirEFTICEE I 2 BINEHF

7.2.2.1.

The vehicle shall have the following functionality with regards to software updates:

B, V7 PV TEHICEEL CUTOREEEZETZ2HDET 5!

7.2.2.1.1.

The vehicle manufacturer shall ensure that the vehicle is able to restore systems to their previous
version in case of a failed or interrupted update or that the vehicle can be placed into a safe state after a
failed or interrupted update.

Bl X —h—d, BAAKRMELEFIL/IcHaIC, EMA VAT LZZDRIDON—2a X TETT S
ENTED, HHVWEEFORKE/IIIHEE, ERZ2LZERREBICES ZENTELZILZFRIATHHD
i RO

%g %R (UNBIRXCE I B 1S 2 EHDFER)

AEHODBMIEZ, EMBERAAELR L -EFEEETIIENTELIEA2RIAETHIETH D,

EIDN=Y 3 VICRDZEDRAIGETH D, £2ITTFEFLLAWVWEEIZ, REBREBZEREIANZTDIDETSH, TN
X, EOBEDF - IFEEEDERBAEESUBEENH D, A —H—ld. ZE2BREEITESWHI LD THDAIEEELH 5
NERODDINEHDET D,
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Software Update
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Higroo BZ (WP29fZIRXZE L Y 5|A)
7.2.2.1.1.

Software Update

Explanation of the requirement

state may be.

in ISO 26262)
The following standards and regulations may be relevant:
(a) ISO 26262 may be used with regards functional safety

requirement is met:
(a) Requirements of the safe state:

The intention of this requirement is to ensure that vehicle types can manage  AZHOENIZ, ERAEAN LKL -EFHZ2EEBI DI ENTEL I LZRIATH

failed updates. EThb,
A safe state should be implemented when it is not possible or desirable to EIDNR—=2a v IlRD ZEDNRAIBETH D, £/-1357FE L AWEEIZ, Z2R
roll-back to a previous version. This may include reducing the capability or RRAEBINETHLDET D, INIF. EROBEDE-IIEEEDOERZETHEELH

functionality of the vehicle. The manufacturer should determine what a safe by A=—Hh—IlF. BERRREBLIFES WS LD THIAEELH I ZRDDINEE

DET D,
The following clarification should be noted

‘Safe state’ may be interpreted as “an operating mode in case of a failure of [Z2RRE] E. [TATLDPERBLZBEIC. FEEBARY X7 LNI)LEfEbhian
an item without an unreasonable level of risk” (using the definition provided EFNE—F] (SO 2626200 EFHEAEFER) EMBRLTH LW

Examples of documents/evidence that could be provided

LUTOREES L OREIHDEET 25805 5 !
(a) MEBERYZ2MEICRI L TISO 262624 A L TH &L

The following may be relevant or evidenced to provide assurance that this LUTIE, AZIANEICSNTW S E WS RALDRFICEHET 2. H D WL OFHILE

BBBEN DD !
(a) L7 IRREDE{F,

(b) Functionalities added/ disabled to achieve the safe state. (b) ZEREEREMT D7-D 18NN L 7= Exh I L 7-HEEEME,




Software Update

1.2.2.1.2.

The vehicle manufacturer shall ensure that software updates can only be executed when the vehicle has
enough power to complete the update process (including that needed for a possible recovery to the
previous version or for the vehicle to be placed into a safe state).
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WD EZ (WP29RRIRCE & 1 3| F) Software Update
1.2.2.1.2.

Examples of documents/evidence that could be provided

RKEHEDEIZSNTWEE WO R ZRET 27-DICUT2FEHALTH LU

Examples of documents/evidence that could be provided
The following may be used to provide assurance that this requirement is met:
(a) Description of measures taken by the vehicle manufacturer;

(b) Demonstration of requirements via documentation/presentation and/or
physical test.

(a) Bl A —H—HEEL DIEB DA,
b)XE/ TLErT—2arvELO/E£HEMEBETX N ENLT-BHDEA,




Software Update

7.2.2.1.3.

When the execution of an update may affect the safety of the vehicle, the vehicle manufacturer shall

demonstrate how the update will be executed safely. This shall be achieved through technical means

that ensures the vehicle is in a state where the update can be executed safely.
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WD EZ (WP29RRIRCE & 1 3| F) Software Update
1.2.2.1.3.

No guidance included in this document with regards this requirement




Software Update

1.2.2.2.

The vehicle manufacturer shall demonstrate that the vehicle user is able to be informed about
an update before the update is executed. The information made available shall contain:

(a) The purpose of the update. This could include the criticality of the update and if the
update is for recall, safety and/or security purposes;

(b) Any changes implemented by the update on vehicle functions:

(c) The expected time to complete execution of the update;

(d) Any vehicle functionalities which may not be available during the execution of the update:
(e) Any instructions that may help the vehicle user safely execute the update;

In case of groups of updates with a similar content one information may cover a group.
BlA—h—d, EHI—Y —AERARTENICEMICOVWTEMZRITLHT EATET ST & &t
26D ET 5, FIARBEARREICTZIERIT. ATE2ELHDET S :

(a) BFTO B, ZNiE. FEFHFOEEME. Ao WIIEBHFHIY I—IILICEAT 25513, Ze2Es L
N/ F3EFa2a VT DENZELZENTET B,
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(e) EMa—HY—DEHFzLE %ﬁ@“%dbéi%ﬁéT EMED B B FE TR,
%M@W@%E?%@&@Eﬁ@ﬁw TTH DG j:lo@lﬁ?ﬁw—féW%ﬁ%LT
5 et by,



Software Update
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YO ER (WP2ORRIRCE L U 3|F) Software Update
1.2.2.2.

Explanation of the requirement

This requirement is linked to the processes required under paragraph 7.1.1.11 AXZE#(Z, 7.1.111BETERIND 7O X EEEL TWE A, REHF(L. Over the
but this requirement is linked to the vehicle type where over the air updates ArEFMIRHEINZ2EMAAICEEL WS, ZOENIF, EmM1—Y—AEHEIT
are provided. The intention is that the vehicle user may be informed about BICEFICOWTBAZRIT, BEHERITIHDEIDTHIMT 57-DICELIBR
updates before they are executed and be provided with any information they  Z##ftahz & Thd (ERmI—Y—LIZDOENEFZEB L., »OBMEZZITSZ
need to decide whether or not to execute the update (assuming they have the & Z2FZLELTWSE WS HIER)

legal right to do so and wish to be informed). BlRI-Y—A, V7 F 7 T7EFRICOVWTIAEL TR % = 2@REHIRE S .
If a vehicle user is provided the option for a onetime authorisation for INEBRLZHEIC, XA -V —IBHOEICBNZZITRELEIT BV, 7272
software updates, and opts for it, he need not be informed about every L. FiIHZI—YF—~0HEBOEE, F/HIIEMI— YV -—0OFLEBLNAETHD &

update. How this is managed may still need to be demonstrated to ensure it EARAT D=0, INEESBEEBTHIHAABTINELNHIEELH D,
enables the transfer of a vehicle to a new user or a vehicle user to change
their preference.

Examples of documents/evidence that could be provided

The vehicle manufacturer could have release notes for each of the updates BIA ==l FEMICONT, T222HORMFICL2BMEFALIZY U —2R

detailing the information from the requirement in paragraph 7.2.2.2. The /= W&ﬁi% ;575§’C“§ %o %ﬁ% —ﬁ—ii\ Z@’l‘%ﬁﬁ?l—*f—ﬂlﬁ LTEDK
vehicle manufacturer could demonstrate how this information may be made Z‘:ﬂﬁﬂﬁb@%%t:@hé ZENTELDZIARAT 52 EDNTE D, INE UT e
available to the user. This may include: SATLTD ct A e B ) -

(a) Description of how the vehicle user is able to be informed:; (a) EMA—Y =2 DL S ICBAERITE I EDNTE DDA,

(b) Demonstration via documentation/presentation and/or physical test. b) XE/ TLErT =2 a Bl M ET X R EN LA,




Software Update

7.2.2.3.

In the situation where the execution of an update whilst driving may not be safe, the vehicle
manufacturer shall demonstrate how they will:

(a) Ensure the vehicle cannot be driven during the execution of the update:;

(b) Ensure that the driver is not able to use any functionality of the vehicle that would affect the safety
of the vehicle or the successful execution of the update.

BERRICEFHEEITT DI ENETETIIBVWARELH ZIHEIE. HRHX—H—(F, UTaEDkdICET
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(b) BEsEAD, BEMOLZEMEFIERED R WEHFOERITICEEZ S 2EMDEEMEXERT 5 2 AT
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WD EZ (WP29RRIRCE & 1 3| F) Software Update
1.2.2.3.

Examples of documents/evidence that could be provided

The following may be used to provide assurance that this requirement is met: K%{Zﬁfjﬁ%{; < TE/C_L\%{& kj g T\%Eﬁﬁ%ﬁt@“%ﬁ: %_C:B(T%/iﬁﬁﬁ LTH ot:L\ i
(a) Demonstration of requirements via documentation/presentation and/or (@) XE/TLErT =2 a B0/ KIEYET X &N LR O,

physical test.




Software Update

7.2.2.4.

After the execution of an update the vehicle manufacturer shall demonstrate how the following will be
implemented:

(a) The vehicle user is able to be informed of the success (or failure) of the update;:

(b) The vehicle user is able to be informed about the changes implemented and any related updates to
the user manual (if applicable).

BHETER, EMX—HA—3UTZ2EDE D ICERT AN ZARTI2HDET S

(a) E@I—Y -, BHOKIN (F713ELK) ICOWTBHZRITH I ENTE S,
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DWTCEBMZRITHIENTE S,
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WD EZ (WP29RRIRCE & 1 3| F) Software Update
1.2.2.4.

Examples of documents/evidence that could be provided

The following may be used to provide assurance that this requirement is met: K%{Zﬁfjﬁ%{; < TE/C_L\%{& kj g T\%Eﬁﬁ%ﬁt@“%ﬁ: %_C:B(T%/iﬁﬁﬁ LTH ot:L\ i
(a) Demonstration of requirements via documentation/presentation and/or (@) XE/TLErT =2 a B0/ KIEYET X &N LR O,

physical test.




Software Update

1.2.2.5.

The vehicle shall ensure that preconditions have to be met before the software update is executed.
HljlE, V7 bV TVEFHDERITINDFIC, FIRFED B ZINBITNIEROLGWT EZRIAETEHHD E
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WD EZ (WP29RRIRCE & 1 3| F) Software Update
1.2.2.5.

Explanation of the requirement

The manufacturer should define preconditions to be met and confirm that A—=H—lF, WMEITRIFRFEZEERL. V7 VT2 T7EFHVEFEKRT S L ZIELFIC
those preconditions are met whenever the software update starts. DO DEIREEEDNTE SN TNWDE I EEERITANEHLDET D,

Examples of documents/evidence that could be provided

The following may be used to provide assurance that this requirement is met: AZTANH/IZ SN TV D E WD RAFZIRFT 270 HICBITEEALTH LW !

(a) Demonstration of requirements via documentation/presentation and/or () X2/ 7LErT7—2arBLO/ £/-EYWET X b EN LI-EHDIEHA,
physical test




