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1.2.2.2.

The vehicle manufacturer shall demonstrate that the processes used within their Cyber Security Management

System ensure security is adequately considered, including risks and mitigations listed in Annex b. This shall
include:
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7.2.2.2.(a)
The processes used within the manufacturer’'s organization to manage cyber security;
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7.2.2.2.(a)

Cyber Security

Explanation of the requirement

The aim of this requirement is to ensure that the organization has
processes to manage the implementation of the CSMS. Its scope is
limited to processes that are relevant for the cyber security of the vehicle
types and not other aspects of the organization. For example, the scope of
this requirement is not intended to cover the entire Information Security
Management System of an organization.

The following could be used to show the range of activities performed by
the manufacturer to manage the cyber security of the development,
production and post-production phases of a vehicle type:
(a)Organizational structure used to address cyber security;

(b)Roles and Responsibilities regarding cybersecurity management incl.
accountability.

(c)ISO/SAE 21434 can be used as the basis for evidencing and evaluating
as required, especially based on [RQ-05-01], [RQ-05-02]. [RQ-05-07],
[RQ-05-08];

(d)BSI PAS 1885 could be used to help evidence this requirement.
National certification schemes, like the UK Cyber Essentials, could be
used to evidence a manufacturer’'s organizational processes.

Examples of documents/evidence that could be provided

ZOEHDIAWE, CSMSOEHAEEIET 57007 0 X% UFBEBHMIEEICHEL TUL
Lzl Thd, zoBEAHHEIZ, EMAEAOTANN—tFa2 ) T4 ICEETEZ ORI
PBRE S 4. YUEBOZ oo |IE IZEEGR LAV, AL, Z0EHOEREEICHEBD
BREF 21V TABEIVATLERZED D Z EIFERKEINTULA L,

EMAXOBER. SEBLVOEER 7 —XDY A NN—tx 12U T4 2BETE0IC

A=N—=ICL>TEBINDEFHOEHZ RS ICIE. THEIMMERATETEEEI NS

(@YU AN—tF 12U T4 ICRHNT 27-0IERT 2 EMAEE.

)P ANR—tF2 )T BEICEITIRIBLVOEE GRBAEEZED) ,

(OFERINTWAIRS L OB & L TISO/SAE 21434, #51Z[RO-05-01]. [RO-
05-02]. [RQ-05-07]. [RQ-05-08]ICE D FEHFAFAWSE ZENTE S,
d)ZOEHEOTFIIEIIOEDE LT, BSIPAS1885MEATE R EEZ HNE, £ —
H—OEBHN 7O XOIEE L TiE, UKFANRN—T vt v XD &S HRERNZE
HSEMNMEBTELEEZIONS,




YT BZ (WP29fEIRZ & V) 5| )
122212832 ToZZ@EA @Y hﬁént_t%ﬁwbtozf
EADHE mﬁ%ﬂﬁﬁ%o_@&\uT@ﬂﬁwﬁﬁ DWW IHE

DETTlEAE L,
DENMREREEZRKDDIZEDLDH 5,
AR, “¥ro BRI DOWTIERERICTE D .

7.2.2.2. (a)

Cyber Security

REE ([ RE21—%F) Z2E80RENICE
EEYHTDO—Bh &R BHDTHHH. INHYIRTELE

(BLETHITH D) REXEBICREL DY W@%Eﬁwﬂ“%ifa) BT DEZE & L THZEBD

The requirement should be considered unfulfilled if one of the following statements is true

1.Processes are absent or incomplete.

2.Processes are not applied universally or consistently.

3.Processes are often or routinely circumvented to achieve business
objectives.

4.The vehicle manufacturer’s security governance and risk
management approach has no bearing on its processes.

5.System security is totally reliant on users' careful and consistent
application of manual security processes.

technology or regulatory framework), or within a suitable period.

or too hard to understand.

6.Processes have not been reviewed in response to major changes (e.g.

7.Processes are not readily available to staff, too detailed to remember,
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7.2.2.2. (a)

Cyber Security

The requirement may be considered fulfilled if all of the following statements are true
LBEAXA—"W—DZ08FENEEF 2T A ANV RBELOY R IERT 7 0—F,

1.The vehicle manufacturer fully documents its overarching security
governance and risk management approach, technical security

practice and specific regulatory compliance. Cyber security is integrated
and embedded throughout these processes and key performance
indicators are reported to its executive management.

2.The vehicle manufacturer’s processes are developed to be practical,
usable and appropriate for its policies and technologies.

3.Processes that rely on user behaviour are practical, appropriate and
achievable.

4.The vehicle manufacturer reviews and updates processes at suitably
regular intervals to ensure they remain relevant. This is in addition to
reviews following a major cyber security incident.

5.Any changes to the essential function or the threat it faces triggers a
review of processes.

6.The vehicle manufacturer’'s systems are designed so that they are, and
remain, secure even when user security policies and processes are not
always followed. For such claim a justification should be provided.
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7.2.2.2.(b)
The processes used for the identification of risks to vehicle types. Within these processes, the threats in Annex b,
Part A, and other relevant threats shall be considered;
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Yo B (WP29BRFRSTE £ Y 51M) Cyber Security
7.2.2.2. (b)

Explanation of the requirement

The aim of this requirement is for a manufacturer to demonstrate the COEHEDEWE, EMERICHTEZVRIZ/ET H7-OIERTL2 70 RBELUF
processes and procedures they use to identify risks to vehicle types. IB% X —h—hEEHT 52 & TH S,

Processes implemented should consider all probable sources of risk. This FEHEINZ 70X (E, VRIJOEECRERREZ IR TERBIXRTLHLDET S, INlE. T4
shall include risks identified Annex 5 of the Cyber Security Regulation e.g. N—+F* 21U F 4 RAIOKEISTHEEINZY X7 (BIz X, ERASBOEFEINTWS

risks arising from connected services or dependencies external to the P—ERFIIKFRRICERTEYRY) 2800 ET 5,

vehicle. DX OBEEICHAW-BHREZZEH L TH LWL, TNICIETEZEDTH LU
Sources for risk identification may be stated. These may include: (@ et/ Z2R2HETE 77y M7+ — L4,

(a)Vulnerability/ Threats sharing platforms:; (b)) X7 B LOREFFHEICEE L THEAZHG,

(b)Lessons learned regarding risks and vulnerabilities.

Examples of documents/evidence that could be provided

The following standards may be applicable: TFROBEE B [/;CJE’ SN N
(c)ISO/SAE 21434, especially based on [RQ-08-01], [RQ-08-02], [RQ-08- (c)ISO/SAE 21434, #5(Z[R0Q-08-01]. [RO-08-02]. [RO-08-08]. [RQ-08-09]icE D < & FrT,

08], [RQ-08-09].
0 LA RETEEERL TH L

The processes may consider: (d)ﬁjf N—tF1UT4 C:ﬁ@“_%g VR T LOREREME DT,
(d)Identification the relevance of a system to cybersecurity; (G)TEELZE@?_% ‘\/XTAA/E\jz'S@E/EEEH :
(e)Description of the overall system with respect to: NHFZ> 2T L AEBEDTE R, \
(i) Definition of the system/function; (11)1143@‘\/7:711& DIFFRE L OCHEIER,
(i)Boundaries and interactions with other systems; (iii)T—ﬂ_FTﬁ TV \ \
(iii)Architecture; giv);/XTA@T’E@Jf%f% (IR, #H B L OFIHR) »
(iv)Environment of operation of the system (context, constraints and (f)i%zfi@%fo
assumptions). () ZEDFFE,
(f)ldentification of assets; (h) B35 14 D5 IE,

(g)ldentification of threats:
(h)ldentification of vulnerabilities.
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Higroo BZ (WP29fZIRXZE L Y 5|A)
7.2.2.2. (b)

The requirement should be considered unfulfilled if one of the following statements is true

1.Risk identification is not based on a clearly defined set of assumptions. LYRI7DOEFEN., BAEICERINZ—EDFIRICE DL TULARL,
2.Risk identification for vehicle types are a "one-off" activity (or not done 2EMBRICET S RIOEFEDN [—ERY ] OFEHTHS (HHWE—EHiThik

at all). Y
3.Vehicle types are assessed in isolation, without consideration of 3D RT L EDKEFERRE L CHEEER (B2 X, ITRELOTREOHEEER) A
dependencies and interactions with other systems. (e.g. interactions ERINT I, BERMEANEMRTCTEINATLS,

between IT and OT environments).

The requirement may be considered fulfilled if all of the following statements are true
LEmA—Ah—0EBN 70X ICk->T, #EIC, EmMAENICTT2F2aUT4UX

1.The vehicle manufacturer’'s organisational process ensures that security

risks to vehicle types are identified, analysed, prioritised, and managed. IDRBE SN, DTSN, %S’Eﬂlﬁfﬁﬁjﬁw? . ﬁ‘?%fié ﬂ%o\ ) )
2.The vehicle manufacturer’s approach to risk is focused on the possibility 2-Y 27 L;ﬁ?‘%iﬁﬁx —Ah—0T7 7R /—7—@%;,ﬁb\/%_wiﬁﬂ\\fu:ﬁé\‘5%%%@Ejg€
of adverse impact to its vehicle types, leading to a detailed IS ToNTEY, Inicd ), EUELRBEOTEHLLUICZOT Y bT—0 5L
understanding of how such impact might arise as a consequence of O RTLDEF z U478 7 4 %2FERE L THDBEENEDLSICEL DD %S
possible attacker actions and the security properties of its networks and MICEET BN TE D, \ \ i ~

systems. BEMA—N—ICLBYRIDOFEN., TOEBREAXELICZOHFMIHT2E2Fa2 Y
3.The vehicle manufacturer’s risk identification is based on a T A BROENIBREERT 5 I LICL o TRAR SN, BRICERSNI—EDFHEIC
clearly understood set of assumptions, informed by an up-to-date £EOLT 5, — e .

understanding of security threats to its vehicle types and its sector. AFMA—N—ICL B YR DOFEDL, ZOEMENICE S SHEHEEERT 5 LIC
4.The vehicle manufacturer’s risk identification is informed by an & o TR ﬂ’{ L\:\éo . . - . L
understanding of the vulnerabilities in its vehicle types. S.EM A —H =7\ FHMBBEINET. AL @Eﬁﬁ’_—ﬂﬁj’ii UCZDEFICHT T S
5.The vehicle manufacturer performs detailed threat analysis and ZEREDERICEVWTEDL D ICZTDOMEBICERINEDONZIEBBEL T3,

understand how this applies to your its organisation in the context of the
threat to its vehicle types and its sector.




Cyber Security

71.2.2.2.(c)
The processes used for the assessment, categorization and treatment of the risks identified:;
BFESNIZYRIDT XAV N, A7) —{bBLEBO/-HICERAT 2701

R U
VDR T7EZRA VM BEFa )T EBRERETCO7TAERDZ &,
YR THERAX N D YRIEE - YR - U R ZE\EAITS —ED 7O+ X

RN VR IOBREEFR). VRIVOBEKGEER), VR I7OER. URTOREICHFE
B XTI, EFXF 2T AERER (VRIDREBIZEDLDZHDERKRL)

IREXE

Uzﬁ L AAV M EBRTAFEOLX (LUTF)
ICB L. BAERNALEFEFIEZ EH/-EM
(EmFIEER L)

YR TEAX Y N T7AEXR

- YR FET7TAOEX

- YR ZAMBRE7T AR
BERICIEILITORESE S N /-EMm,

- ERFERERE

- EFFALIE AR

- ER T O—

- BRI ER O X

AEMESEBIT A EICL o TEEEEDEEARHZRETEDH D,

U RITEAXA Y b, DEERESLICNEDY 7L (BB OEREFTO—EORNEEL I &, B L., LA ICHERI
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Yo B (WP29BRFRSTE £ Y 51M) Cyber Security

7.2.2.2.(c)
Explanation of the requirement

The aim of this requirement is that the manufacturer demonstrates the COEHEDEWI, A—Hh—DPEEINTZVRIOTEIXA Y N, ATT—bB L0
processes and rules they use to assess, categorize and treat risks Bo-OIlERBT270vXRBL0EE %3BT8 TH D,
identified.

Examples of documents/evidence that could be provided
The following standards may be applicable: PEEOBEEBAL TH L
(a)|SO/SAE 21434, especially based on [RQ-08-11], [RQ-08-04]. [RQ-08-  (&)ISO/SAE 21434, *5I-[RQ-08-11]. [RQ-08-04]. [RQ-08-06]. [RQ-08-10]. [RQ-08-12],
06], [RQ-08-10], [RQ-08-12], [RQ-09-07], [RQ-05-06], [RQ-09-08]; [RQ-09-07]. [RQ-05-06]. [RQ-09-08]IZE D < &P,

(b)BSI PAS 11281:2018 may be applicable for the consideration of safety b)ZesLtF a7 ORETICIZBSI PAS 11281:2018% @A L TH Ly,

and security. o B

LT AR I TRZZEREL T LW
The processes may consider: ( )7 2.2.2. b>@%ﬁ:/(#jﬂ'zﬁé N7V RTICEET 2EEFEDT R AXA Y K,
(c)Assessing the associated impact related to the risks identified in (d)7.2.2.2. b)fgfi’fﬁﬁé N7 R 7 ICEET 2 BENREREORTE
requirement 1.2.2.2. b), ( ) SCHE SN/-BBERICET 2WEDFEIFAE |$/E€—!—®/§Qﬂ:—o
(d)ldentification of potential attack paths related to risks identified in (f) U 2:7 DIEELO0HTTU —1t, X
requirement 71.2.2.2. b), (g> E?D SATaY Ak nizU X o DALIE E@T%fﬂé?ﬂﬂio
(e)Determination of feasibility/likelihood of attack for every attack paths
identified above;
(f)Calculation and categorization of risks:
(g)Treatment options of those identified and categorized risks.




Higroo BZ (WP29fZIRXZE L Y 5|A)
7.2.2.2.(c)

Cyber Security

The requirement should be considered unfulfilled if one of the following statements is true

1.Risk assessment outputs are too complex or unwieldy to be consumed
by decision-makers and are not effectively communicated in a clear and
timely manner.

2.Security requirements and mitigation techniques are arbitrary or are
applied from a control catalogue without consideration of how they
contribute to the security of vehicle types.

3.0nly certain domains or types of asset are documented and understood.
Dependencies between assets are not understood (such as the
dependencies between IT and OT).

4.Inventories of assets relevant to vehicle types are incomplete, non-
existent, or inadequately detailed.

5.Asset inventories are neglected and out of date.

6.Systems are assessed in isolation, without consideration of
dependencies and interactions with other systems (e.g. interactions
between IT and OT environments).

8.Risk assessments for vehicle types are a "one-off" activity (or not done
at all).

7.Risk assessments are not based on a clearly defined set of assumptions.

LYURITHRAY FOFERN, BEICEMTHD-H, FHIEBEICTRWLICC W8I,
BERREENBIET AN TET . BHELODERBLAETHEMICEEINLGL,

2. F 2T AERBLIUERBRFENFEOLDOTH S, /-1, TN oh, EREAKD
TF2UTAICEDESICHFEETEIDONERINDZEAL, WRAZXOAZTHhHHEBIN
T\/\%)o

BEEDHTEOEE F /- IIBEODANNENNS L VERINTWNS, BEBOKERGRD
BN TWEWL (ITEOTORERERLRY) .
ABEMBXICEETEIEEDA ARV FDPARTELTH D, FEL WAL, FE+0
[CEEM T LY,

B.EEA VRV MPREINTEY ., BFORETHL,

6.MD> RT L DIRFREFRE LUCHEEER BFI2L, ITRELOTIREOHEEIER) »
EERINTIC, VATLAEMTTHEEINATL S,

T VDRI TERAAY FHBREICERINIZ—EDFIRICE DL TULARL,
SEMAAICEATEZIURITERX Y b [—ERY | OFSHTHDS (HDWIE—ELHLIT
by o




Higroo BZ (WP29fZIRXZE L Y 5|A)
7.2.2.2.(c)

Cyber Security

The requirement may be considered fulfilled if all of the following statements are true

1.The output from the vehicle manufacturer’s risk management process is
a clear set of security reuirements that will address the risks in line with
its organisational approach to security.

2.All assets relevant to the secure operation of its vehicle types are
identified and inventoried (at a suitable level of detail).

3.The inventory is kept up-to-date.

4.Dependencies on supporting infrastructure are recognised and recorded.
5.The vehicle manufacturer has prioritised assets according to their
importance to the operation of its vehicle types.

6.The vehicle manufacturer’s risk identification is based on a

clearly understood set of assumptions, informed by an up-to-date
understanding of security threats to its vehicle types and its sector.

7.The vehicle manufacturer’s risk identification is informed by an
understanding of the vulnerabilities in its vehicle types.

8. The manufacturer can demonstrate the effectiveness and repeatability
of their processes for their categorisation and treatment of risk.

LEAA—H—DOURIBEEBBTOLZAN G, X2 )T 4II0T2ZF0EH/T 7 a—F
ICA>TYRZICHILT 2R —EDEF 1) T4 BELIELND,

2. DEMAEXOLF 27 HBRICEHET 2T RNTCOEENTFEINTEY., 22D A
YRV MUA GEUAFHET) EREINTW5,

BHEA RV P UDNRFOREICRI-NT WS,

AFTFFA V7 T ANDIRGFERPRBE L OEHRINTL S,

BEMA—H—71. TOEMAEXOBERICHNTI2EZEICIO L CEEICEBEIBMAZTITT
W3,

B.EMA—H—ICLB Y RI7DEEN., TOEMAERB LN ZOEMICTTSEFa )
TAEBBORIIBEREBEBMIT DI EICL > T IN, BREICERIN-—EDRRIC
HEonwTuwn3,

TEHEA—H—ICLB )R 7DOEEN., TOEMAERICHEIT2BHEEERET S L I(C
LoTEREREINTWS,
8A—HN—FURIDAT T LB LONEBEITS -doDBEHO 7Ot 2DEMES &
OBRE%ZIAT A ENTE S,




Cyber Security

7.2.2.2.(d)
The processes in place to verify that the risks identified are appropriately managed:
BESNIU RN BEUICEEINTWAZ EHFRIET A7-OICEBESN TS TAER

U
BTEINYXZICH L CEZRICHENMERAINS Vot xnZ s, (URZEXNEA L —XAJfEL 7O+ X)

RBHEXZE
DR ICH L CHEEREICHENABERINTWAI EA2ERNTH27-00dRL E2—5D0 701 X%

B L. ERNAFEFIRZEH-EE (REFIESL L)
KHALE21— BET—FRE

BAEMICIZUToREH I N/-Em,

- EREEEE

- EFFAIBIR

- EFR T O—

- BRI AER 7Ot R

Kiﬁﬁﬁﬁﬁé CICE D TEEEBDEEARHZRETZESLDH D,

BL. BBERICENFoONT.BEETELRCEBTEHASINLIEATHS I L, BL, BEBEFOADIRBETHEDLR L,
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Yo B (WP29BFRSIE £ Y 51M) CUEE SEOUTY

7.2.2.2. (d)
Explanation of the requirement

The aim of this requirement is that the manufacturer demonstrates the CHDEHEDIEWIE, VRIVEBAEARETH7-DIERT I 7O ABLMEEAE X —H—4
processes and rules they use to decide how to manage the risks. This can AT B ETHD, INICIE. VRIABICET ZRTEEE (BIRIE. EEITANENFERB LS
include the decision criteria for risk treatment, e.g. the process for selecting what U X7 A2 FIFANDIRNZEAZBIRT 27007 OLR) 25HDZEMNTZX S,

controls to implement and when to accept a risk. DRIV DEFEBELVOTEAX Y DO O 7O ADEREZFABALT, IhoD Y X703
The results of the process for risks identification and assessment should feed 27-HDOBYRAMBHT I —ORRFEZERIANZELEDET S, ZOTALIDER, EFY
into selecting the appropriate treatment category options to address those risks. 27 (WBHEICKE-STWEURY) [F, A—H—ICLoTEDONIZY R DFBREHERN (T4
The outcome of this process should be that the residual risk (risks remaining Hb, EOONIRBBEAN) ICHEIREHLDET B,

after treatment) is within the manufacturer’s stated tolerance of risks (i.e. within =~ ¥4 /N—tF 2 U F (R DOMHBIS THE S NAZEEERILYUZ AL R TEBINDI D ET S,
stated acceptable limits).

Mitigations identified in Annex 5 of the Cyber Security Regulation shall be

considered in the processes.

Examples of documents/evidence that could be provided

The following standards may be applicable: —FEE@\%E%%E% L_//C]E“;“\_: o
(a)ISO/SAE 21434 can be used as the basis for evidencing and evaluating as (a)Ek & f}’( WD EFRAE L OFHI ORI & L TISO/SAE 21434, 512 [RO-09-09]IcE D < &z A
required, especially based on [RQ-09-09]; WD ZENTE D, . - -

(b)ISO 31000 may be applicable if adapted for product related risks. (b)ISO 31000% & FABIEY X 7 ([CEL S B/ L TEALTH LUy,

The processes may consider: %E\%jm AR TREZRLTY Ct s

(c)Appropriate and proportional risk treatment methodologies; <C)@§ﬁ\9th§'{527{ JIPS ?ﬂ@ﬁio e " o .
(d)Treatment of critical elements (with safety and environment) to ensure the <d>\ (Z2h L OREID) M\ET\WT\EE;@%L:WEJ@ )27 ﬁ\@@]t:ﬁi;}?&é . 75\/)%5&%?%75\%}_
risks to them are appropriately mitigated and proportionately based on the safety 5o ‘:@EE LTW2EMY R T LR ERGRRICEHINICED I CERfRT 5701017
or environmental goal of dependent vehicle systems; Hi 2 AT SR DIULIE,

(e)Ensuring the residual risk remains within acceptable limits for components or ﬁ)@%ﬁ U R DHER R X 7o BB A RICBT 2 BRBRENICH VR 5 Z e 2 HRT 2

the overall vehicle type; o . e T » e
(f)Detailing any cases where the organization would accept justification for non- (SRR & > TEH SNI Y R THRBEEET L AW T &2 ERLT 2RIV SRARD'S

adherence to their stated risk tolerance. FANDHEICET 5 F MR,




Higroo BZe (WP29fZIRXZ & Y 51A)
7.2.2.2.(d)

Cyber Security

The requirement should be considered unfulfilled if one of the following statements is true

1.The security elements of projects or programmes are solely dependent on the
completion of a risk management assessment without any regard to the

outcomes.

2.There is no systemic process in place to ensure that identified security risks
are managed effectively.

3.Risks remain unresolved on a register for prolonged periods of time awaiting
senior decision-making or resource allocation to resolve.

1.Significant conclusions reached in the course of the vehicle manufacturer’s risk
management process are communicated to key security decision-makers and
accountable individuals.

2.The effectiveness of the vehicle manufacturer’s risk management process is
reviewed periodically, and improvements made as required.

1.703 7 b 237007 L08F 2T ABZNYRIBEBTEIAA Y FDTETIZOMK
FLTHEY, BEINE /- EEING L,

2EESINT-EF2UT A URIHDHBENICEEBIND Z EAERT 27T-0D0RFEHN 7O 2H
FEXL I N TULVELY,

3EFEINTY R T D, %E@f@@iﬁ% HPEBAEE-IIERREYZEFELAEALRERIC
DTz Y REBFRD E £ DIRAEIC

The requirement may be considered fulfilled if all of the following statements are true
ILEHMA—D—0VX7EB7ALROBRICEVWTEL-EALEmIEFERLtF 2V T4 28
REELLOMEL DEEEICTEINTWL D,
2EMA—D—DVRIBERTOLXAOEMEATHNICHFMINTE Y . HZIZS U THED
fThNnTns




Cyber Security

7222 (e)
The processes used for testing the cyber security of a vehicle type:

HERAELOTG A RN—tX 2T AT X MNTH=-0IFEHAT 270X

N
BN TA2tE¥a T4 TR b

RHEXE
+7.222.(c) (URZAME) TRELE-WRERHIEERICEAINTWE I L ZERTH 7O RICEL.
BB EEFIEZED-Em (ERFIEER L)
BHICE>TEIHMM 7O RADERDT-DE—NAEZI AL L LA, UTOLD LEmENETE,
T DEFATATAMNTOEXR
X2V T HABFIEE CKREL, fFEE7D0— {FEEERRED) 280 T &,
- FERRRERIC ﬁﬁﬁ%o% BN (EFRA~ADF/BEE) &8
- EFEEMICHESREIC EL#ﬂ%#%AéﬂTm% CEMERT H 7 AR X,
FORERT & [F]— @7»7ﬁ$#éﬂfm5 EDERRZEEET S &,
T RAMNEROYT TV GERERIZZEEE LLIEFSZEARB TR, ERBRERcAcEH W)
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7.2.2.2. (e) Cyber Security

Explanation of the requirement

The aim of this requirement is to ensure the manufacturer has appropriate capabilities and
processes for testing the vehicle type throughout its development and production phases.
Testing processes in the production phase may be different to the ones used during the
development phase.

COEHOEWL, ERAEREZEE T —XBSLOEET X0 EEBLTT
AP T REO0BUEREABLVOTALREZX—H—PBELTWEZ EAHERT S
ZETH D,
SE7x—X
ao’CL\’C%OtL\

B3 TAM7ARIE BE 7z —XFICFERAINDI LD EIZE

Examples of documents/evidence that could be provided

The following standards may be applicable:

(a)ISO/SAE 21434 can be used as the basis for evidencing and evaluating as required,
especially based on [RQ-09-10], [RQ-10-01]. [RQ-11-01], [RQ-11-02], [RQ-12-01];

(b)BSI PAS 11281:2018 may be utilised for considering the interaction of safety and security
and processes for evidencing security outcomes are met.

The processes may consider:

Development Phase:

(c)Organization specific rules for testing during development;
)Processes for creation and execution of test strategies;

e)Processes for cybersecurity testing planning;

f)Processes for cybersecurity system design testing;

g)Processes for cybersecurity software unit testing;

h)Processes for cybersecurity hardware testing;

i)Processes for cybersecurity integration testing:
)Processes for documentation of the results of testing;

k)Processes for handling vulnerabilities identified during testing;

(d
(
(
(
(
(
(j
(

(I)Justification and requirements for cybersecurity tests, like Functional (requirement-based,

positive and negative) testing, Interface testing, Penetration testing, Vulnerability scanning,
Fuzz testing but not limited to the same.
Production Phase:

(m)Processes for testing to ensure the produced system has the cybersecurity requirements,

controls and capabilities outlined in the production plan;

(n)Processes for testing to ensure the produced item meets the cybersecurity specifications
which are in accordance with the system in the development phase;

(o)Processes for testing to assure that cybersecurity controls and configuration as
cybersecurity specifications are enabled in the produced item;

(p)Processes for documenting the test results and findings handling.

TR AEBBALTH LWL

(Q)ERIMNTUWAIIAE L O ORI & L TISO/SAE 21434, ##12[RO-09-10].,
[RO-10-01]. [RQ-11-01]. [RO-11-02]. [RO-12-01JIcEDLKEFRAZHANL Z &N TE
%,

b)ZebLfttFa T s etFa T AHMEN BN EZART L0007 O
2 & OEEERAERTTT 2BRICIEBSIPAS 11281:2018%F/B L TH L L\,

L T7TOLRIETEEERBLTH LU

FIFR T 1—7\

OBEICEIT AT X MIET 2EMES DB,

DT AP T TV—DREBLVETOOE R,

A NR—tF 1) T4 TR RO TAEZR,

DY AN—tF 2T RTLEZFTR OO+ R,

QU AN—tvF1 T4V T 7 2TEETA DT A+EZ,

N ANRN—tF12 )T N—F7xT7TFXOTAEZ,

VA N—tF2 T4 HEETRA DT OE R,

DTXF#%@XEK®7DtX

k)7 2 b CEE SN fEss e IC g 272D 7 04 2,
O#%N—t#JU?4%z#(%%(?#E%ﬁ<\ﬁ%$iw%%)?zk\4
VR—=Tx—RTA BATAM BEEAFY . TR ETTETN.
NOICREESNAW) (BT 2 ELUORILE L OVEH,

SFET7 T —X

(MEEINZV AT LPEEABEICEEH NI ANN—tF 12U 74BN, WELL
DEENZB L TWAE I EZ/ERT 270D T A bD 70O+ X,

(MEEEGIPFRE T —XDV AT LR/ ANR—tF a2 ) F A EREH-LT
WD ERERT DT-0DT X b7 O+€ X,

O AN—tFa2FAEERELTDOYAN—tF 2T 1 WHEL L OB A A FELL
mANTENTHD I EXRAET HI-HOT A MOTAE X,
P)TRAMEEBLIVHBROIFWAEXXELT B0 O€ R,




Higroo BZe (WP29fZIRXZ & Y 51A)
7.2.2.2. (e)

Cyber Security

The requirement should be considered unfulfilled if one of the following statements is true

1.A particular product or service is seen as a "silver bullet" and vendor claims are
taken at face value.

2.Assurance methods are applied without appreciation of their strengths and
limitations, such as the risks of penetration testing in operational environments.
3.Assurance is assumed because there have been no known problems to date.

IBEOHRF L — XA [HME| LahINTBY, RVE—DFEAZFDOFEZIFIE
HHNTWD,

2IRAFEDRMBLORR BARRICBIT2BATRAIOYRILE) HR@BIND Lk
O REEAEDEARINTWS,

BIEEE CEHAMOBENE L TWEWE WS BRI SR H D EEZHNTWS,

The requirement may be considered fulfilled if all of the following statements are true

1.The vehicle manufacturer validates that the security measures in place to
protect systems are effective and remain effective until the end-of-life of all
vehicles under the vehicle types for which they are needed.

2.The vehicle manufacturer understands the assurance methods available to it
and chooses appropriate methods to gain confidence in the security of vehicle
types.

3.The vehicle manufacturer’s confidence in the security as it relates to its
technology, people, and processes can be justified to, and verified by, a third
party.

4.Security deficiencies uncovered by assurance activities are

assessed, prioritised and remedied when necessary in a timely and effective way.
5.The methods used for assurance are reviewed to ensure they are working as
intended and remain the most appropriate method to use.

1EmMA—H—D, YRATLARETL/-OICEBINTWDIEF2 U T A BEIPDENTHD Z
EL BRI, FNODNBEBEEINIEMBERICET 2T X TOBEMAEREFAICRD T TENS
R TH YT DT EAERL T D,

EMA—H—, FBAREARITEAEZERL Y, Mot * 2V T4 IC0T 2EES
B57-DICBYREEZERL TWAD,
3EMA—H—AFOHEIM., AEB. BLOT7TALXICEELTELTWSLEXF 2T 4I1CT 5(E
FEICOWT, ZOEUMAEFE=ZFICRAT LI ENTE, N OBE=ZENFNERIIT LI ENTE
5o
AREDEHC L > TROD 27t F 2 U 74 OEIZ, FHIS N, BRIELZATIT o, HEIC
Jo L CGERD DR A ETEIESND,

bAERAL TWARITAENENOESY ICHEL TH Y., »ORLEDAFERAETCHYEITS D
EEMERT 272010, HFAHEORELMTHhNTLS,




Cyber Security

7222 ()
The processes used for ensuring that the risk assessment is kept current;
VR TERAX Y NDBIOREICRI-NTWDE I EAERT 27-HIFERAT 20X

U
miGEAERIR L7V RV T XAV FOEHRREL (WNy FrorFiligm., LLVAE) (T3 70€8X

RHXE

- SIRTEE)
(EsEtEE=—kY v/ 7a€X) OEHEFIEE
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Hiroo B2 (WP29fZIR>CZ L Y 5|A)
7.2.2.2. ()

Cyber Security

Explanation of the requirement

The aim of this requirement is to ensure the risk assessment is kept
current. This should include processes to identify if the risks to a vehicle
type have changed and how this will be considered within the risk
assessment.

Sources for risk identification may be stated. These may include:
(a)Vulnerability/ Threats sharing platforms;

(b)Lessons learned regarding risks and vulnerabilities;

(c)Conferences.

It is noted that requirements 7.2.2.2. parts f) to h) may have overlaps in
terms of the processes used and therefore the same evidence may be
applicable to demonstrating that these requirements are met.

(d)ISO/SAE 21434 can be used as the basis for evidencing and evaluating
as required, especially based on [RQ-11-03], [RQ-06-08]. [RQ-07-05],
[RQ-07-06].

Examples of documents/evidence that could be provided

CDEHDIENE, VRITERAY MDRIFTOKREICRI-ND L ZERTHIETH
5, ZNlF. EMERICTETEYRINELI=AEDI D, FT-. URITER AV MIC
BFOWTCINZEDELSICART O ZREET 2D TACREZELRELDET B,
D27 OBEICAWEEBHRREZELEH L TH LWL, TNIZITTLEEZEDTH LU

(@M ZR2HETLI7T7v F 74— L.

(b)) X7 B LUIETHMEICE L TRALZEGI.

(c)=5%,

7222 — bO)DBh) OBEHIZER 7O ROEaNOEEL TWARIEELAH Y. L1
NoT, TNOLDEENFH-EINTWE I EDIFRICIZE—DIEFZERAL T IV &
ICBET %,

(ERINTWAIEBEE L O OR#L E L TISO/SAE 21434, #712[RO-11-03]. [RO-
06-08]. [RQ-07-05]. [RO-07-06lIcE D EHABWA I ENTE B,




Cyber Security

Higroo BZe (WP29fZIRXZ & Y 51A)
7.2.2.2. ()

The requirement should be considered unfulfilled if one of the following statements is true
1.No processes are in place which require the risk assessment to be updated. LYURITERAY FOBFHEZERT B2 7ACIHNEILINTULARL,

The requirement may be considered fulfilled if all of the following statements are true

LY AT LORE /LB T AN F 2 VT ABRDODENBEDERA Ny M EMAUXICZE
RIFTRIBEMED B B E EICEMA —H—HDYURITERA Y N E2EET 5,
2EMA—D—DURITEIAY MEBWTH Y, BEOH 2 (BEERERXICITHN 5
ZE, FROEMBLUHLWBEIBREUHENH2) IS L TEHRIND,

1.The vehicle manufacturer conducts risk assessments when significant events
potentially affect vehicle types, such as replacing a system or a change in the
cyber security threat.

2.The vehicle manufacturer’s risk assessments are dynamic and updated in the
light of relevant changes which may include technical changes to vehicle types,
change of use and new threat information.




Cyber Security

1222 (g)

The processes used to monitor for, detect and respond to cyber-attacks, cyber threats and vulnerabilities on vehicle
types and the processes used to assess whether the cyber security measures implemented are still effective in the
light of new cyber threats and vulnerabilities that have been identified.

EEARADY A N—KE - BE - BRELEES LR L. WST20ICERT S 70126 LUEE
SNTNERD, FEINTHTB YA N—BE SIS L Tl EmEBANN 2T 52 70X

R

e EHEHBEAADTAN-—EAED L THOLWI/EIBRFE CICET 201X

« 74— FER (J-Auto-ISACOESIHSE) #EEL. BHEDO Y AT ALICHT 2EFEYKT, £ DOENIGICE
T57A€EX

s EHMEAIREL CHhLXIN/ERFEFCICETS 7 OEX

RHNXE

« SIRTEE) (A>T ) OEBFIEE
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— ATV M REBOFIE

- e EREROFE

—BER. MHICK > TEONTZFH-ARBEICH L T, EEXEINTWERIEAE L TENTH S Z L ziERd 5 FE,
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7.2.2.2. (g)

Cyber Security

Explanation of the requirement

The aim of this requirement is to ensure that the manufacturer has processes to
monitor for cyber-attacks, threats or vulnerability to vehicles that the manufacturer
has had type approved, i.e. are in the post-production or production phase, and that
they have established processes that would permit them to respond in an appropriate
and timely manner.

It is noted that requirements 7.2.2.2. parts f) to h) may have overlaps in terms of the
processes used and therefore the same evidence may be applicable to demonstrating
that these requirements are met.

COEHDOEWE, BXBA 2R I-EW (Thabb, £ERFFIIEE7 —XIIHBHE
M) (IR TEHAN—KRE, BRIIIRBEAERT 27007 OCRELA—D—IEL
TWBZ e, BRLNCBEYA» DBEERAETCHIET DI EAAfEET IO RE A —H—
NHEILLTWBRILEHERTDHIETH D,

72228— F)ABhOEHIZERB 7O ROBAASEEL TWAAlgEELH Y. L7-
MoT, INSDEHEAFH-SNTWEZ EDFFRICIZFR—DEHLEEREL T LW &I

BEY %,

Examples of documents/evidence that could be provided

The following standards may be applicable:

(a)ISO/SAE 21434 can be used as the basis for evidencing and evaluating as required,
especially based on [RQ-07-01], [RQ-07-02]. [RQ-07-03], [RQ-07-04], [RQ-07-05],
[RQ-15-04], [RQ-15-05], [RC-15-03], [RQ-13-01], [RQ-13-02], [RQ-13-03].

The following could be used to evidence the processes used:
(b)Cyber security monitoring processes for post-production vehicles. This may include
processes that will collect information that may or may not be pertinent to the
manufacturer’s vehicle/system:;
(c)Cyber security information assessment processes. These will be processes for the
identification of the relevance of the information collected with respect to the
system/vehicle of the manufacturer;
(d)Processes for risk determination/assessment for the relevant information;
(e)Incident response procedures for both vehicles already registered and yet to be
registered of the vehicle types covered by the CSMS, which may include evidence of
procedures for:

(i)Interaction with authorities;

(i) Identified or stated triggers that would lead to an escalation or action;

(iii) Determining what response options might be implemented for which condition;

(iv)Handling any dependencies and interactions with suppliers.
(f)Evidence that the response procedures would work, for example through exercising
and verification that planning assumptions remain valid under test.

TEHORBEBEHALTH LW
(A)ERENTWLWBIFAS L VMmO BHLE L TISO/SAE 21434, #512[RQ-07-01]. [RQ-07-02].
[RQ-07-03]. [RO-07-04]. [RQ-07-05]. [RQ-15-04]. [RQ-15-05]. [RC-15-03]. [RQ-13-01].
[RO-13-02]. [RO-13-03IcEDLKFHFFAFAWLWA I EATE 3,

FER7O XOARBICIT TEIMERTEZ2EEZ NS !
(D) EFE#DODEMICETIIHA NN—tF 2T BEERBO OV R, ZNIZIE, 1B (A —H—
DEM/ S RTLEOEEL,H->THLIWLL, BRCTHLW) ZNETEZTOCIEEDHT
H L,
Y AN—tX 2T ABERTELRA Y FOTAER, INHIE A—H—DXTL/HE
IS T DUNEBROBEEAZFET 27200 7ACRTH D,
()EEBIRICEET 2 RVEE/ THAXA Y bDTO+4 X,
() CSMSDO SR BEMA R D EFAAEM & REFEMOMAICEET 24 > > T >~ FISFIE,
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()% B & DB AR R,
()M £ /- T B D ET AR ERITE ST E LR LDEFEE-IEIRET S &,
(iIEmESNDAEUDD D2 MIEEORIRFEE L RFOEUEARET DI &,
(VY754 —&DIKEFEBRFZRP L OCHBERRICHNT 2 &,
OIS EIEABEEET B & WD B, Z OEFEE, BIZI1E. JEIc L - T F7-.
NTZAREICHLENTHYERITDLZEDRIFICE>TEOND,
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7.2.2.2. (g)

Cyber Security

The requirement should be considered unfulfilled if one of the following statements is true

1.The vehicle manufacturer has no sources of threat intelligence.

2.The vehicle manufacturer does not apply updates in a timely way, after
receiving them.

3.The vehicle manufacturer does not evaluate the usefulness of its threat
intelligence or share feedback with providers, authorised aftermarket service
providers or other users.

4. There are no staff who perform a monitoring function.

5.Monitoring staff do not have the correct specialist skills.

6.Monitoring staff are not capable of reporting against governance requirements.
7.Security alerts relating to vehicle types are not prioritised.

1LEMA—H—2EBEICET 21EREZE L TLhaly,

2EMA—H—7P BT IT-7-%. BRICZNOZEAHL TL7AL,
BEMA—D—2Z0BRBBEREBOEAMEZFML TWWiRL, Tk, BHE. ERIPSZ S
N7 72—~<—7T7y br—EREREBF/-TZOMODI-—YF -7 —FRXyoxFHBFLTWV
AN AW

AR ERI-THREEN VAL,

b.EMENIE L LWEMROEREEZFE L TLARL,
.EBENANF V RABEHDERERETETTULARL,
TEMBRICEETLZ2X2) T4 77— MIERIBERA TSN TULERL,

The requirement may be considered fulfilled if all of the following statements are true

lEeF 12U 4 BLUOEMERADERICEET 27 —XANESNTL 5,
2E=FEHLDT T — FHFEEIN, BEDIHELO5ND,

1.Data relating to the security and operation of vehicle types is collected.

2.Alerts from third parties are investigated, and action taken.

3.Some logging datasets can be easily queried with search tools to aid
investigations.

4. The resolution of alerts to an asset or system is performed regularly.

5.Security alerts relating to vehicle types are prioritised.

6.The vehicle manufacturer applies updates in a timely way.

7.The vehicle manufacturer has processes to monitor for, detect and respond to
cyber-attacks, cyber threats and vulnerabilities which are relevant to its business
needs, or specific threats in its sector.

8.The vehicle manufacturer knows how effective its processes are (e.g. by
tracking how they helps it identify security problems).

9.Monitoring staff have appropriate investigative skills and a basic understanding
of the data they need to work with.

10.Monitoring staff can report to other parts of the organisation (e.g. security
directors, resilience managers).

11.The vehicle manufacturer successfully demonstrates the processes to
evaluate whether the cyber security measures implemented are robust enough to
conclude whether they are still effective.

3L DOhoAaFU ST -ty b
TZ 2,
ABEFIESRATLIINTZ7 77— OBANTHOICITHN TS,
bEMANICEET 2 tF2 T4 77— MIELRIBERZATIT 5 TWLWD,
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TEEA—H—DEDIRAZ—XF/-EF OB T2 EDEZERICBEET LY A /N—KE, H
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BLTW3,
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10.EERENYZBHMOMOERE (FIZ L, EF 12U T4 IBYREHE. LYY IV RBYEE) O
BRAMCZENTE B,
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7.2.2.2. (h)

The processes used to provide relevant data to support analysis of attempted or successful cyber-attacks.
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7.2.2.2. (h)

Explanation of the requirement

The intention of this requirement is to ensure that a process has been COEBEHOENIZ. OWICHERT —XZRHT 20070 IDPEILINTNE I E, AL
established to provide the data required for analysis and associated NCEHEZT —ZDIEWB L ODNICEET 2EXA2ERTHETH B,

responsibilities for handling the data and analysis. (@)ERENTWBEIAS LMD E#M & L TISO/SAE 21434, #5(2[RQ-07-03]ICE D Hfr %
(a)ISO/SAE 21434 can be used as the basis for evidencing and evaluating as AWsZE&ENTZE S,

required, especially based on [RQ-07-03].

Examples of documents/evidence that could be provided

The following could be used to evidence the processes used: FR7A JGX_@EEHH\L:\LJ_T\EE#\@FH/’Gﬁ %) t\%i biﬂ:%\ 2_\\\ o

(b) Procedure for implementing Security Incident Response Team activities (b) £F 2V TAAYTTYH ﬁﬁﬁ#*é@;ﬁ@] (A ST ) /%%ﬁ@?%f:&)@imﬁo
(incidents): (€74 =L FER (o7 bELURBEMEICET 2FROMIMS) -

(c)Field monitoring (obtaining information on incidents and vulnerabilities); (d)/{ YTV RDRELEZEFOFIE DIEICEONSBRELVZDORT v 7ICHT 2=
(d)Procedure when an incident occurs (including an overview of what information = & D) . . L Y ) . N
is passed to the ana|yst in what Steps); (e)ﬁﬁgs/[\iﬁ\ﬁ/)ﬁ\o 7—\"_ & % @%/:J”E\ (éj\j(ﬁ%c:l;ébﬂ%/l‘ﬁ#'iﬁct U%@XT v/ ﬁ:&ﬁ?%@f%% =
(e) Procedure when a vulnerability is discovered (including an overview of what ) o

information is passed to the analyst in what steps).
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1.2.2.3.
The vehicle manufacturer shall demonstrate that the processes used within their Cyber Security Management

System will ensure that, based on categorization referred to in paragraph 7.2.2.2 (c) and 7.2.2.2 (g), cyber threats
and vulnerabilities which require a response from the vehicle manufacturer shall be mitigated within a reasonable

timeframe.
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7.2.2.3.

Cyber Security

Explanation of the requirement

The intention of this requirement is to ensure that after the identified risks have
been classified, a process has been established to determine the response time
limit based on the classification results.

It is necessary to set the response deadline by processes such as triage and
explain the monitoring process to see if it is executed within the deadline.

The timeframes provided by the manufacturers should be able to be justified and
explained. There may be a set of timeframes covering different possible
situations. This should include timeframes for deciding and implementing
possible reactions or responses.

ISO/SAE 21434 can be used as the basis for evidencing the required processes,
especially based on [RQ-05-02] b).

The following could be used to evidence the processes used:
(a)Procedure for implementing cyber security incident response activities,
including:
(i)Field monitoring (obtaining information on incidents and vulnerabilities);
(ii)Procedure for incident handling, including how the timeframe to respond is
determined;
(iii)Procedures for discovering vulnerabilities.
(b)Demonstration of how the procedures are implemented.

CDEHOENIZ. BEINIYRINPDEINEIC, DEERICEDXISEHEARET S
D7 A ANEILINTWAI L AEFERT DI ETH D,
PUT—REDTARRICE > TRHEHBRZREL. ER 7O IXAEBEARICETINELE
SHAEMBI-DICEB ORI OWTHAT I ENDRETH B,
A—=H—PRETEEF[RICONTIE, ZOEHMEDORNAERL THBIT DI ENTEEINES
DETDH, EHOEBIBTEIRAAENRICLI-—EORFEERELAH>TH LWL, ZNICIZ, BEX
NARIGEIFISEEAREB L VERT 21-OD0RFEREEDLIRZTHLDET S,
EREINTWB 7O XDIEDIEIM & L TISO/SAE 21434, 45(2[RQ-05-02] b) IcE D K #Hr %
ERTZZENTES,

Examples of documents/evidence that could be provided

FAR7O0XDOABICIETTEIMERATEE2EEZHND !
QTFZRAEELHAN—tF 1) F a4 VT S EE A2 £ 27-0DFE :
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(A > Ty ML T 7= DFIB (CEBERBRORESEEZEE)
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1.2.2.4.
The vehicle manufacturer shall demonstrate that the processes used within their Cyber Security Management

System will ensure that the monitoring referred to in paragraph 7.2.2.2 (g) shall be continual. This shall:
(a)Include vehicles after first registration in the monitoring;

(b)Include the capability to analyse and detect cyber threats, vulnerabilities and cyber-attacks from vehicle data
and vehicle logs. This capability shall respect paragraph 1.3. and the privacy rights of car owners or drivers,

particularly with respect to consent.
ERAMEN TH 5 2 & Z2RAE LAEBA LR ITNIE7A o750

Ny

R
1.222.(ICE>THEB LT, BLF, ZOMMA—H—PRELTWEE=X Y Y JICEAT 2ERZERA L. H&T —
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IRHXE

SIRT)&E®) (4 >>FT > MIBET22E) OEBFIEE

-7 4—ILFRER ({7 - EEoERAF) OFIE

— ATy M REBOFE

- e ERERFOFIE

72720, ERRE@MICHEWNTT.224.() B L UT7.22.4.(b) DEEENEWGEICIIREEEEZ L - IFIBEZIRET ST &,
7.224.(@) I 2WTlE, RESINBBEBRCA V> T a2 NEL THETYT 2 FE

7.224.0)ICo2WTlE, BEROT—2BL007 0 08E. BHEE. YAN—T2y 7EF%x2BHEELOENTT2FIEDET
BN BB L, Fio. KERYIFEWOBRICITEANBERZDMBDO T 7 AN —REZZE L TWAZEDLREHIHDHZ &,
—-REB L UOEITERZ AT IRESE BRIERIFIEREE LLIEFSERNRTLL, )



Yo B (WP29BFRSIE £ Y 51M) CUEE SEOUTY
1.2.2.4.

Explanation of the requirement

The intention of this requirement is to ensure that processes of monitoring for COEHOENIE, BERERICHEITEITAN-KE Y AN-ZBERBLUVEHEDCERDO Ot
cyber-attacks, cyber threats and vulnerabilities on vehicle types are continual 2R, METARHEOTHY ., BHEOY A NRN—tF 12U T4 BB T LOBREENICH D A —
and apply to all registered vehicles of the manufacturer that fall within the scope H—DIRTOBEHFEMISEHINTE Y IO TLEEHTLIIEAHEIRTDIETHD

of their Cyber Security Management System and use: a)7.2.2.2. (@I > TEE L-ZDMOERBEROIERRE (V—>vILXT 4 T7HE) IZMAT,

a)the information on monitoring acquired in accordance with 7.3.7. in addition to ~ 7.3.7(2f¢ » TEE L - 2R 1EH,
other sources of information on monitoring acquired in accordance with 7.2.2.2. 131, BLUOT =7 74N —CETHEEOETFIFE YUDITIOEHICEELTWS Z &IC

(g) (such as social media). BET 5,

It is noted that paragraph 1.3., and compliancy with data privacy laws, are BERINTWBIRAS OO MRIM & L TISO/SAE 21434, HI1IC73 [HAN—EF2 )T 4D
particularly relevant to this requirement, BER] T4 [HAN—CF2UTAARVYEIDTERAV M (7.5 THEEESHT] ICEDL
ISO/SAE 21434 can be used as the basis for evidencing and evaluating as FMzBWAZ ENTE B,

required, especially based on 7.3 “Cybersecurity Monitoring”, 7.4 “Cybersecurity
event assessment”, 7.5 “Vulnerability analysis.

Examples of documents/evidence that could be provided

The following could be used to evidence the processes used: R~ A JCX@EEHH\E@—FEE#@%’G% & EEZOND .
(b)Procedure for implementing cyber security incident response activities, b FREELY A N—wFa VT (22T I\ﬁ}/ﬁ;’é@]%;—;ﬁ%?'/é 72HDFIE
including: (i)7 A —)D\\l\ B8 </( YTV NBLUREHEMEICET A1EROINE)

(i)Field monitoring (obtaining information on incidents and vulnerabilities) (”>4 YTV MRV 572 DFIE,

(i) Procedure for incident handling (Ill)ﬂf_ﬁ%’[\iﬁﬁ/) 7 5 7= b DFIE,

(iii)Procedures for discovering vulnerabilities OLZFaxEMET 55 EDR,

(c)Demonstration of how the procedures are implemented.




Cyber Security

1.2.2.5.

The vehicle manufacturer shall be required to demonstrate how their Cyber Security Management System will
manage dependencies that may exist with contracted suppliers, service providers or manufacturer’'s sub-
organizations in regards of the requirements of paragraph 7.2.2.2.

Bl A—hA—F, 7222BOEHICEHL T, BYLY 724V —BL O —EXRBHE, F/-ldA—H—
O TR E OMICTERET D2RIEEMEN D ZIKEFERICOWVWT, BHEDOYANR—tF 12U T A BB IT LY
EDLDITTWUNT O ZAHT AL DEREINDEDET 5,

FERR
1222ZHBICHLTYH T 74 VEOEMODEEDBZRFEIC L 7222K (f : CIA%) ZfEiEd 52 &

RHEXZE

CIADKERE IR EYV T 74V £ DEINICE T B

EENBRBELOY T 7AV—EFTDOEBAEICET

HWIEE, (CIA : Cybersecurity Interface Agreement)

BEEL L TIEATOER,

YT TAVEE - BT H7-00HRFIEE (EF 2V T 14 ROHZ)

BT TAVCSEERE (LF 2T 4 HWRDA)

F/-. Y774 VEDRERE - EEZVDUIN-EE., F-REZEBCRIEIBE S N/-HEIC. OEMAWNERZEHT
527 RDEHLH B &,



Yoo B (WP29fBIRXXZ & V) 51 F)
[.2.2.0.

Cyber Security

Explanation of the requirement

The intention of this requirement is to ensure that it can be shown that risks from

suppliers are able to be known and can be managed within the processes described in the

CSMS. The steps taken should be proportionate to the risks from what is supplied.

The final implementation of the processes may be incorporated into bilateral agreement
between the vehicle manufacturer and their suppliers.

Within the CSMS there may be processes to:

(a)identify risks associated with parts, components, systems or services provided by
suppliers;

(b)manage risks to the vehicle coming from service providers providing connectivity
functions or services that a vehicle may rely on, this may include for example cloud
providers, telecom providers, internet providers and authorised aftermarket service
providers;

(c)ensure contracted suppliers and/or service providers are able to evidence how they
have managed risks associated with them. The processes may include consideration of
validation or testing requirements that may be used to evidence that risks are
appropriately managed;

(d)delegate relevant requirements to relevant departments or sub-organisations of the
manufacturer, in order to manage risks identified.

It is noted that it is possible to put requirements on Tierl suppliers and to require they
cascade it to Tier 2 suppliers. However, it may be difficult for a manufacturer to cascade
requirements further down in the supply chain (especially legally binding requirements).

COEHODENIE, YT 7AV—HBEDODYRIAFD I ENTE, HhDZNHILCSMS
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[.2.2.0.

Cyber Security

Examples of documents/evidence that could be provided

The following standards may be applicable:
(e) ISO/SAE 21434 can be used as the basis for evidencing and evaluating as
required, especially based on [RQ-06-09], [RQO-15-03], [RC-15-02].

The following could be used to evidence the processes used:

(f)Contractual agreements in place or evidence of such agreements;
(g)Evidenced arguments for how their processes will ensure suppliers / service
providers will be considered in the risk assessment process;
(h)Procedures/Methods of sharing information on risk between suppliers and
manufacturers;

(i) Existing solutions / contracts like ISMS (Information Security Management
System) regulation can be used for evidence. This may be evidenced by
certificates based on ISO/IEC 27001 or TISAX (Trusted Information Security
Assessment eXchange).

TR EBEBLTDH LU
) ERINTWAIBRE L OTHHEOEI & L TISO/SAE 21434, ##12[RO-06-09].
[RQ-15-03]. [RC-15-02)IcE D HEFFAEWE T &N TE S,
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[.2.2.5.

Cyber Security

The requirement should be considered unfulfilled if one of the following statements is true

1.Relevant contracts with suppliers and service providers do not have cyber
security requirements.

1.The vehicle manufacturer has a deep understanding of its supply chain,
including sub-contractors and the wider risks it faces. The vehicle manufacturer
considers factors such as supplier’s partnerships, competitors, nationality and
other organisations with which they sub-contract. This informs its risk
assessment and procurement processes.

2.The vehicle manufacturer’s approach to supply chain risk

management considers the risks to its vehicle types arising from supply chain
subversion by capable and well-resourced attackers.

3.The vehicle manufacturer has confidence that information shared with
suppliers that is essential to the operation of your vehicle types

is appropriately protected from sophisticated attacks.

4. The vehicle manufacturer can clearly express the security needs it places on
suppliers in ways that are mutually understood and are laid in contracts. There is
a clear and documented shared-responsibility model.

5.All network connections and data sharing with third parties is managed
effectively and proportionately.

6.When appropriate, the vehicle manufacturer’s incident management process
and that of its suppliers provide mutual support in the resolution of incidents.

1LY 774V —BLO0Y - REHE L OBEEZNICT A N—F 2 )T 1 BHDG L,

The requirement may be considered fulfilled if all of the following statements are true
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#HE  Annexb

List of threats and corresponding mitigations

Annex 5

ZBBEIOMICT 2EBED Y X b

—

This annex consists of three parts. Part A of this
annex describes the baseline for threats,
vulnerabilities and attack methods. Part B of this
annex describes mitigations to the threats which are
intended for vehicle types. Part C describes
mitigations to the threats which are intended for
areas outside of vehicles, e.g. on |IT backends.

AHBNL3ER A B D, AMBID/S— FAIX, BE. BEMBLI VKRB EFOR-XT( VEEDH D,
AKEID/X— F Bl EFW”‘E ﬁ FTONTBRICHTAEBEEED S, /S— FClE. BEMHNDIE
B (BT Ny 7T R) ([ZESNAEEZBEICHT 2EREEZTED 5,

Part A, Part B, and Part C shall be considered for risk

w

indexing has been referenced in the tables in Parts B
and C to link each of the attack/vulnerability with a
list of corresponding mitigation measures.

2lassessment and mitigations to be implemented by BRAX—N=DRKET S5V RITEAXAY PHLOERRICENTE, /N= A N=FBBELD
vehicle manufacturers. N—hCERTHHDET S,
The high-level vulnerability and its corresponding
examples have been indexed in Part A. The same =L R OEEES L OFNICHST B0E. — FAICB VTR EhT N, /— l\BzFaJ:

ONR=hCORICEWVWTH, BEE/PBHEE ZNICHIGT 2EBRD Y X b Z2BEEM T 578
A LCRMTIFNSBEINTWLD

‘—\

The threat analysis shall also consider possible
attack impacts. These may help ascertain the
severity of a risk and identify additional risks.
Possible attack impacts may include:

(a) Safe operation of vehicle affected;

(b) Vehicle functions stop working;

(c) Software modified, performance altered;

(d) Software altered but no operational effects;
(e) Data integrity breach:;

(f) Data confidentiality breach:;

(g) Loss of data availability;

(h) Other, including criminality.

ZEOITICEWNTIL, EL SHARBOFELZERBTAHDETH, INBIFYRIVEKEDHETES
LOEMY RV DB FEICEII DAL H D, ELBIREOEZEICIL, TIAEENB AN
H5:

(a) ER D LZELHIRIEICHED R,

(b) EHmHE b%i?%

(d/7#71)#& MENEFEIND,

d) vz #71; Eé’ﬂéb} Vﬁmw%ﬁﬁtif;uo

) 7

iléo){Xl:IO
(f) 7— M‘Aa% HEoEE
(g) ?—’?ﬂﬁﬁ’l‘i@?ﬁ%o

(h) zofs (BEITHRZET) .
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1. High level descriptions of threats and relating vulnerability or attack method are listed in Table Al.
L.BROSL NILORERBE S CICEEL TWAIEEMEF 7 IFREREDY X M &2 RKALITRT,

Table Al List of vulnerability or attack method related to the threats

Annex 5

High level and sub-level descriptions of vulnerability/ threat

Example of vulnerability o

r attack method

1.3.1 Threats regarding
back-end servers
related to vehicles in
the field

74— KOEMIC
RET BNy T
Ry —/N—|2f89 3
2 5,

Back-end servers used as a
means to attack a vehicle or
extract data

[EmE BB 2 FRELIET —
REHMHET HFREL TN
> R —"—hFHEND

1.1JAbuse of privileges by staff (insider attack)

2Ry 7ICEBEEDBR ([P (X —KE)

Unauthorized internet access to the server (enabled for

1.2example by backdoors, unpatched system software

ulnerabilities, SQL attacks or other means)

Y —N—~DRERA >V R—Fy b T 7R BIZIE,
Ny 7 RT L Ry FABERBINTOWERWSRTLY 7 b
7 7O, SQLIE X 7213 7 DD FERIC L - THEY
EHD)

Unauthorized physical access to the server (conducted by

1.3ffor example USB sticks or other media connecting to the

server)

H—N—~DORELYEBHT 7+ X FIZI1E, USB. £7-
T —N— T A MOBIRIC & > TIThN3)

Services from back-end server
being disrupted, affecting the
operation of a vehicle

N N Al Y0
H— R HRETE N, BEEOH
FICEEEE5ZD

Attack on back-end server stops it functioning, for example

2.1Jit prevents it from interacting with vehicles and providing

services they rely on

Ny T TV FH—N—~DOWE(IC L DHEREZ1E, B2 L.
Y—N—CEMEOBEERZS NCEMAMMEKEFELTWD
J—N— LB —EXDEEAIBITOND,

ehicle related data held on
back-end servers being lost or
compromised (“data breach”)

Ny J Iy R Y —N— RS
N TW-BmEET —2h8%k
FroldEittansg (F-4RK
%)

3.1JAbuse of privileges by staff (insider attack)

(S - BESICL2BEORE (Y14 X —K%)

Loss of information in the cloud. Sensitive data may be lost

3.2due to attacks or accidents when data is stored by third-

party cloud service providers

779 RICEITBERIBL, BUEWSERAET 5T — X
DY —RKR—F 4 77T R —ERBHRHEICIVEREESN
TWBEEIIKREFAIIECICLY T2 BLEINB T
BEMEN D B,

Unauthorized internet access to the server (enabled for

3.3example by backdoors, unpatched system software

ulnerabilities, SQL attacks or other means)

Y—N—~DRELRA VY R—Fy b TR BIZIE,
Ny KT Ry FAEBRINTOWERWSRTLY 7 b
T T OMEEME. SQLRE, £/XZOMOFEICL - TH]
BEL 72 %)

3.4

Unauthorized physical access to the server (conducted for
lexample by USB sticks or other media connecting to the
server)

H—N—~DORELYEBHT 7+ X FIZI1E, USB. £7-
T —N— T A MOBIRIC & > TIThN3)

3.5

Information breach by unintended sharing of data (e.g.
admin errors)

ENHNTAVWT —XHEEICL2BHRRES (F EEE0T
7 =)
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Part B. Mitigations to the threats intended for vehicles.

1. Mitigations for “Vehicle communication channels”
Mitigations to the threats which are related to "Vehicle communication channels" are listed in Table B1.

Annex 5

N— FBE@mICAITSNIBREICTT 2BEE
1. EABERICEET 2 RESE

Table B1 Mitigation to the threats which are related to "Vehicle communication channels"

Spoofing of messages (e.g. 802.11p V2X
during platooning, GNSS messages, etc.) by

The vehicle shall verify the authenticity

BHmMASZELEXvE—YF 3T —% (BAETHRD802.11p V2X&E1E.
GNSSA vt —T R E) AR YT EINI2BEAZEBEL T, E@mIEZELT:
Ayt —YDEEMETEUARITIHDET S,

BEBRIVEMICRFINTWET —%/3—
RADa—REAZFAT S, FIZIE WS
AINTY 7 b7 FUDBER b
U—LISEASNDAIREMED D 2,

M6

4.1 |impersonation M10 and integrity of messages it receives | (i : VX BAKIC L DEEUAHRT 2%, &4 OBEBRK/ ARICHE -7
YT ELICKD A ;yt—’)f%”z% (W?'Ji?f B, SE LAy —JDOEER FalT a4 E2dT52E, DO LETV2X,GNSSEDBERIE/HHTFYY)
qﬁmmimVﬂﬁE\Gmﬁfvt—V@ M ARTET B EDETS NEWEYTELARELIBEICY RVBRICASBVI EEZRY Z
£ ) Lo )

- : BHAARELIZAYE—VFERET—RICHTEELRE (HhizhdEE
Sybil attack (in order to spoof other vehicles Secumty controls shall .be implemented 2% < ;Elﬁﬁ‘\ﬁﬁ LTWAADL S (CoEmIzA Y —g—z—g—) DEZFH %18
as if there are many vehicles on the road) for storing cryptographic keys (e.g., = =Ree it~ 1 = TS F oA N %

4o o of Hardware Security Modules) %EE;EE\E%}@%?%?%EEEJ )T AEMEIRELIAYE—VDE

AR (HhBBELEICS < OERA o o — _ I < JLE1E T 15 o o s
%L%ﬁ%éiiiﬁh%ﬁ%é@%@i? gfﬁggfkﬁgg%a%&$f%%(W:@E%@@ﬁ%ﬁ%5%ﬁﬁW$$%ﬁEu%m%%%ﬁm\t#lu
=) ﬁﬁ% ® ? : OB FUErERT2L0ETS (B HSMOERA L) | S8/ EERE(E

DB TELIRELIIBAICY RIBRICESOBVWIEERS L)
BEBAPEMICREINTVWDET—X/a—F~A0a— FFAZHFT @R IL.
Communication channels permit code The vehicle shall verify the authenticity|gg A, Z NV 7 I PANALA FUARABER MY — AITSEA I NS ATEEN)

d. t t f t i 7o [ = = [= - “ > | = A =
injection into vehicle held data/code, for M10 2" 1" egﬂ 3;0 messages |Nrece|ves OEBCBEL T, FMiE, RELLA Y -V OREEL TR Z KA
example tampered software binary might be Eljld, RELAAYE-VOREHLDLDET D,

e : - TEMERIETI2HDET D () : SSL/TLS, 77 —L 7 = 7DEZLRILR L)
injected into the communication stream SEEs . J A
5.1 BEEIPEMICREINTWVWE T —Z/a—F~0 31— FFAZHA] BIZIL.

Systems shall implement security by
design to minimize risks

VAT LIV R ERANRICT HHIC
TS L2 EF2VUT A ZEETDHD
i

WEAINEZY 7R T2 TNAFUDPBERN) —LITEAIN S AJEEML)

DEBEBEL T, YRATLIFYRIER/NRICT 7010, ZHiHcL bt
FaVT42ELETHLDET B,

Bl LFal—a VI 2HIC SRR EZIToEREEMICEET ST
&)

HMBERICEI2ZBHICHT 2EEENOY X f#XRBLICKRT
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o _ BEBAEMICRFEINTWSET—X/ I—FOHITAZHAT 2ERH R
Communication channels permit ELT, VAT LDT—R/2A— FEREST B0, 77t RHEEHET & %
manipulation of vehicle held data/code St AERTELDE T2,

52 | _ _ (B - OTARHERY 70IC LT, 7O/ XGE, 77 —L 7T DELIE
BERVEMCREFEINTNLT—2/3 - i, DiagBfEIcH LT, VAS/ERELDUIIR FEBHFIHLES I
FORIAZHFRT B, HIBR 4 HHT 3)

Communication channels permit overwrite BEEBRIAEMIEGFEINTWET—X /- KO LtEx%2Fa+2Z %218
of vehicle held data/code ELT, YATLDT—Z/2— FZRET B0, 77 & G & %
53 S EBITIbDET B,
' 1%1%%75‘@_@{:{%??—'5 nNTWs7—%,/3— Access control techniques and designs ('@J : OTAHERRY 7oL T, 77 RGH, 77—LT7 2 T7DEZR
FoEEETEFAT 5, shall be applied to protect system ZF, DiagBEIC LT, YRIVERERDV VIR 22 FIFa0E DI
data/code HIR & H#HT D)
Communication channels permit erasure of | M7 BEBIAEMICREINTWET—%X,/ 32— RFOBEAHATI2EZRXEE
vehicle held data/code LT, YRTLOT—LR/IA— FZRET D7D, T U1 XHIEFAT & &G
5.4 ZBEATHEDET B,
21.1 | BERAEBIEEENATVET—4& /10— (B - OTARERY 7OIcx LT, 772 XGf#, 77 —Lvz 7@%%7@
llga);“ﬁf%ngﬂj-z)o if, DiagBEIC LT, VRIVERERD VIV IR bEZIFAITFAEVELESIC
-+
SAFLOF—4/2- FEgET p1 FIREHEITS)
Communication channels permit DIS, 77 ARSI S E BT g g p EmICRE AN TV T — &/ I— OB ARE AT 6 BEE
introduction of data/code to vehicle PHDLET D HMELT, YATLOT—R/A— R%ZRET D7D, 77 XFEEIT &
systems (write data code) S ABEEATAILDOET B,
5.5 (f - OTAXRERY 7RI LT, TO7ERGE, 77 —L7 T DELE
BEBHINEBADT —X,/ 31— FDEA if, DiagBfEIC LT, VRIERELRD Y IVIR M EZIIHIFRWE S (C
(T—%,/3—FDEEAL) ZHATT 5, BB A H T 2)
Accepting information from an unreliable or The vehicle shall verify the authenticity NIEZ Y — AW L DIERERITANIBRHAZEEL T, RIETH XA v -
untrusted source and integrity of messages it receives |\ MEIFU B LI UVTEUEZRIITHIEDET 5,
(3] : SSL/TLS., MACK & &t & OFRAIEEZRA 5 2 &)

01 lemmcxnu, srEmesany—2n |0 sme, BEvs 4y t—UoRElES

LDEREZITAND, SUOREMZRIATHEDET S
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REERECE Yy a vV vy VDB ZREL T, SETH XY

EMEHR AT LN ESGAETCY —EX%
RBETEAVWESIC, B ATLICHLDT

DL BT —REKRBISEET D,

DoSWE DG EEIRD-HDIEBEEHEL
5HLDETH

6.2 Man in the middle attack / session hijacking The vehicle shall verify the authenticity C—UOEFUB LU ERITIT2LDET 2,
PEERE/ vy a N AP vy Y and integrity of messages it receives (1 © SSL/TLS. MAC@ &L ?f%lbflﬁ & DFRAMEREERA D 2 &, )
Replay attack, for example an attack against '{7 LAKE (BIZIE BETr—bozA| \ I BHEC J:\\ R 1515'5_%2%75‘
a communication gateway allows the M10 7_"'7;4@7/ _AWI FIIEECUYV 7 b o7 75—'/)7'7;/7\1/_]‘
attacker to downgrade software of an ECU o \ %) DBEEBRELT. RETHAVvE—VOEEESLURDEZR
6.3 lor firmware of the gateway EEL/{ RETHAVE-—VOREUBL G20 LT D,
UL AKE, IR, BES— Tz AIC UM ERAT 20T D () : SSL/TLS, MAC# &, #Hfitdo & ORI MEERHR 5 &, )
W BREICLYBWEENT— T2 D
77—LT7zTERIFECUY 7 b7 2T E KX
TV L— R BT ENAREICK D,
, , . . . Confidential data transmitted to or from |BEX v - OREOZFH A EL., EME BENADOE TEZET HIEE
Inte;rcgphon of m_formahon / mte.rfer.mg the vehicle shall be protected P LA RESBEDET S,
7.1 |radiations / monitoring communications M12 o e
o i S ICEES NG £ 3@, SEah | (B 1 SSL/TLSZ &)
IBROBR/ TSR/ BEDER DB T — KA RETILDET D,
Through system design and access BERTLD 7 7ANEREIT—EZ~AORET 72 XICET 2EZE %18
control it should not be possible for EL. #EROBEVENMEAT — R £ EV AT LOBELRT—RICT V&
unauthorized personnel to access ATERWESICTEZHDET S,
personal or system critical data. Example ] AAT— 2D LS HKEMIER. BLUVRTLAOEET — L |THT
of Security Controls can be found in 27 2t R &R L)
7.2 |Gaining unauthorized access to files or data | M8 [Security Controls can be found in OWASP ¢
VAT LERFABLOT I/ RFEICL 5T
ERDEWENMEAT —RE/ET AT L
TAWEET —Z~ADRET 7R DEERT—RIZTIVEATERVLLSIC
TH5HbDET B, XTI bAE—
ILDBIE, OWASPZ SR,
Sending a large number of garbage data to DoSWEDZH AT BERERLLMERHOEMI X TLDSD
vehicle information system, so that it is g/'eenai‘zlugis to Qetect’ianf rﬁcﬁvber froml a S FOAEEELT nx:.‘|‘75:'3'5 LDET 3
unable to provide services in the normal service attack shall be employed wmi - @EBRBD 7 1 — I+ — 7B THE, EIRE 7 £ — It — 7 T&
8.1 Jmanner M13 DRI S 7%, DoSHa < A Y R (GBIEEERE) . ERA vt —

PeERETEEER)
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8.2

Black hole attack, disruption of

vehicles
7Ty R — VI

Ay 795,

communication between vehicles by
blocking the transfer of messages to other

. EMEBEENET S
eHIC, WEBENEMEOA v -2 T

M13

Measures to detect and recover from a
denial of service attack shall be
employed

DoSWE DR L EIRD /- H DIEE % i
LobDed 2

75y IR —ILINEE A8
5im%%ﬁttﬂﬁévéﬁwt¢5
(15
IREE(C
WAy - HFETHEIEIR)

77y IR—ILIHE Xyt -8Rk
W BHT &,

ISRV Nz
E945Z&T. EROXE/

Annex 5

7Ry BT EIC

i, WIS — BH Ay eV EBE LTS
— A Ay £ — VR

BEREEBSLOERBOERY X T L DS

CBESEEBED 7 z—IILt—7EETTHIb. EIBIEZT7 -t — 7?%%
Bot-%. 75 v R—ILIRBALLBYRE (BERIERS) .

L 5BENED

NIy N B AL T
TE L5,

9.1

BIZAE, Ib— MERR,

An unprivileged user is able to gain
privileged access, for example root access

FEFEL—Y DT 7 R ZBBTE 2,

M9

Measures to prevent and detect
unauthorized access shall be
employed

RET7 7€ ZX%FHIE LBRAT 270D
BEx#EL2bDET D

BIE IR T,
Yt X &EBHIE LIBAT 7= DEEEFHEL
(5] : TLS/SSL)

I— MERG EDFIEZEISSNSEZREEBEL. TET 7

2b0ET 5,

infects vehicle systems

Virus embedded in communication media

Measures to protect systems against
embedded viruses/malware should be
considered

BIEEARICHEAIA iﬂ#@%»XﬁEﬁVZTA;_

LY 2BH 8

10.1 M14 \ LT NR/TT T yxTAéﬁﬁﬁéﬁﬁéﬁbéﬁwtﬁéo
_ ) N, BOAENTZT A NR/TIT 2T H 05 o - - Sy
;&ﬁ%»@gLiﬂt74wzﬁ$ﬁ/Z SR> AGET A EERE L ny| (P77 szng%@ﬁxt#1)7 )
I~ ERG
Measures to detect malicious internal TEEDOHZ2EMABEA vt -V 2 RETHEBEBZEEL. BEOH S EM
messages or activity should be WXy =035 0zl T 2B EBEZHE LS 2HDET B,
Malicious internal (e.g. CAN) messages considered B : AvtE—T 400410 40 MAC
11.1 M15 R
- N YN HEFHA (L5FW)
B A vz —3 N \
BEOBBAEA L= (B CAN) iy SEe R BboLT s | BIBT LS I TORBA Y £ DR,
- EROECUERITOX v =V =RB LA v =Y LARE - BEL

BWCETREDH D55 F 0V EH
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Malicious V2X messages, e.g. infrastructure BEOHBN2XKA v -V %RET2EBEZEEL, XEITHAvE—VDE
to vehicle or vehicle-vehicle messages (e.g. oM A R AEBAHZ LD ET B,
11.2 |CAM, DENM) () : EEA —H—DRHA VT F T/ L COHMBICHEET 2 EIETER
ERODHOVIXA v 12— Ve D8, &4 DBEFE/ ARSIt F 2 ) T A /EET BT,

Bl A2 7 Z3Em, XIZEEBA Y-
1 CAM. DENM) VXN T ELARELIBEICYRIBERICESOBWI EERT I L)
BREOHHIZMA Vv —P2RET2BEZREL. ETHIAVvE—TVD
B LM e R 2EEZHELDIDET B,

Malicious diagnostic messages B BELAyE—y (U7A) (IHL T,

. SHE
[Z0=

The vehicle shall verify the authenticity

. . . . s 74L&
d integrity of messages it receives N
113 mip 2N IMteeny & CREAF Y
N DZ7RUANTIRIDH B A v =T IC8 LT
EEDOHDLEZMA vE— =0 =

VRIBRICEDDMI A v -V ELE
B, BETEAyb—SoBETEe NEBEICOVWTRT TS —2 3> TTFzy 7 - EE)

Malicious proprietary messages (e.g. those SAMARIIT 2L DL TS BEEOHIERAvE—V2RETIEZERZEEL. RETEHAVvE—TD
normally sent from OEM or BEIFf el x Rt 2#EEZHE L2 HBDET B,
114 component/system/function supplier) (2 7Ny 7R— OB, EERICHERETE— FZEIBR. 77 & XHHE)
U BEOHDIERAX - (f) BEIZOEM
FroEaAY A= M RTL/HEREY TS proprietary messages : 7 X b HFE., £FEROI-OICERAT I A vE—2

AVhLEEINDZX v E—) & BRRR
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2. Mitigations for "Update process" 2.8 7Ot XY AERR
Mitigations to the threats which are related to "Update process" are listed in Table B2. E#H 70+t 2B+ 3ZHICNTAEREDY X KA EB2ICRT

Table B2 Mitigations to the threats which are related to "Update process"

;?::Znile Threats to "Vehicle communication channels" = Ref Mitigation 2 & B DRIR
Compromise of over the air software update OTAY 7 b7z Tfﬁ%ﬁ%ﬁmﬁi\@fi%ﬂﬁﬁ(:/x?AE%)?TEI 77 LE T 3
procedures. This includes fabricating the T77—=LTxTOBEEEESL) #RBEL. EFXF TRV TNV TEHRTF
191 /System update program or firmware IBEZEKATH LD ET B,
© OTAY 7 by z TEHFIEOEI L, IniE> (B : OTAICL B Y 7 b7 2 7EMFIAICE T, HEEFRIECI AR,
AT LBHTAT T LELE T 7—L 72T D BELROTAFIE 7 A 7 LORIAW KA EDEF 2V T A WEKEEHET
BiEx ST, Secure software update procedures %)
Compromise of local/physical software update shall be employed O—HL/YEBHAEY 7 Y x 7ERFIEDOBY (VRFLEHR O S
procedures. This includes fabricating the LEFE 77— L T7P0BEEEESE) #8FEL. X2 F7AEY 7 YT
122 system update program or firmware TERFEIEERBILLDET S,
T R—hL/ YR Y T LYz TEHRFIEO BT, Mie B EELY 7 b7 TICOWTERENGY 7 b7 = 7EFFIEICSE
S R kR Tk VT, REPREARK, BEAHNET OS5 LOUSAHER DL
VT DEEEED, \ ] N A
- et BEATEY TR Ty FF— b7 2 ST ANRERET D) S —
The software is manipulated before the update Nt AEET2650E T2 BHFIEOFICY 7 8717 HARITAINTWEREBHAZEEL, ¥ 7
process (and is therefore corrupted), although BY 7MYt PEFRFIEARBITLZLDET S,
193 the update process is intact Bl T I 2T /)77 =LY T DELEIF)

FEFFIEFEARODNTWELLTH, BFFFIER
IV 7 b z7ARITAINRTWS (LA -
THIELTWD)

Compromise of cryptographic keys of the Security controls shall be implemented RN B BHZ AT 2720 DESLOBIMCERE L, BSROREICH
software provider to allow invalid update for storing cryptographic keys LTEFa2UT A NKZHELCHIBDET B,
12.4 M11 () : BRI 2 ERREDEST)
BHRBEFEHATH72060Y 7 b 7R EEROBREICHLT, £F2UFT 13

EDRESRDEIAK, YhR—-IWLEFBLDZDDET S
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Table Al
reference

Threats to "Vehicle communication channels"

Ref

Mitigation

L & BIRER DAER

13.1

Denial of Service attack against update server
or network to prevent rollout of critical software
updates and/or unlock of customer specific
features

BERY 7NV TEHFOO—LT T FBLT/
- ZEEEAEED Oy VBB E T A5
D, BFFY—N—F/lgxy b 7—271C089 %
DoSHK#,

M3

Security Controls shall be applied to back-end
systems. Where back-end servers are critical to
the provision of services there are recovery
measures in case of system outage. Example
Security Controls can be found in OWASP
t¥X¥alTFqarbA—ILENY IV RV RT
LIZERATZ2HDET D, Ny oIy RHY—/nR—
N —EXBERICRARTH 25, VAT L=
FZRBEL-ERFRZEBASDHDET 5,
X2 UFaarba—Loflii. OWASPZS

77
i,

Ny Ty P —N—~DKE(Z L HHREEIEICI L T,

Ny 0TV RV RTLADEF 2 YT 4 WEEZITH,
F-VRTLFELEROEIRFIEZ FORATEH <,

(f5) : OWASP ToplOXtsk, /Ny 2 7w 7 - U R k7 F|EHET)
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3. Mitigations for "Unintended human actions facilitating a cyber attack" BHAN—KEBEZHORTHIERLABEWAFEOITENICEET 2 BREK
Mitigations to the threats which are related to "Unintended human actions facilitating a cyber attack" are listed in Table B3.

PYAN—KEEZPRT 2BRLGEWVWARBOITENIN T 2EEAKD Y X+ ZRB3ICRT

Table B3 Mitigations to the threats which are related to "Unintended human actions facilitating a cyber attack"

Teble A | Threats to "Vehicle communication channels” | Ref Mitigation BB & BIRER DR
Innocent victim (e.g. owner, operator or Measures shall be implemented for EXHEHIT I T AEO— RT3 F - IIHRBICBBELTCLEYER
maintenance engineer) is tricked into taking an defining and controlling user roles and RTELTC. IESE. BIEEFHIIA VT F Y IAEMBEIIFLT, 77
action to unintentionally load malware or access privileges, based on the principle | 2 #ERTEECEE T L2 5E4EB L2 0D & 43,
151 enable an attack M18 of least access privilege (] : FREEEICHT BENDT Y 1 AKEREE)

=NDT 7 RMERDRAICEDNT,
I—HYHBNE T I XEREZEEZBLOE
BI32-00%45FRET2HDETH

Organizations shall ensure security EROITHEEDLS, EOON-EF 1) T4 FIBIKE > TWAEWER %
procedures are defined and followed  [EF LT, TEASDEALF 21U T FIEEZTEELEBT 20T 5,
including logging of actions and access | (5] : BB OISR A & IS T 2 BAY = 2 7 LEE, EFTHL
related to the management of the security )

15.2 |Defined security procedures are not followed |M19 functions

BilE., E¥ a2V T4 FIELFERSIN, T

FaUT A EEDBREICEET 21T8HHH L

CT7 72 ROATHEATETFINTWLS

HDET B

FOHRWREE (B : FrEE. BIEEZ/IEX
YTy ARGNE) pERINT, BHETICT
WY T HEO— RS 21T E7-13HEZA]EE(IC
I HRITENE & B,

TOHOLNT-tEF 21U T4 FIBITHK-> T,
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4. Mitigations for "External connectivity and connections" 4. BB B K O ER ICBId 5 BRRR
Mitigations to the threats which are related to "external connectivity and connections" are listed in Table B4.

Table

Table Al
reference

16.1

16.2

16.3

17.1

ANEBET S L R ERIC N T 2BBAED U X b ZKRBAITRT
B4 Mitigation to the threats which are related to "external connectivity and connections"

Threats to "Vehicle communication channels" | Ref Mitigation Z B & BBR DRI
VE—bF— AFETAY = RENMARE, YRT LERBEHEET

Manipulation of functions designed to remotely - o
2720 DEEDHIADERZREL T, X2V T+ WEKZzERTSD

operate vehicle systems, such as remote key,

immobiliser, and charging pile DET D
JE—FF¥— AEETAH—, BE/ ALK () © &4 DBAEIZXTIE L 7=525E)
E. VAT LERBIRIET 2 OEREOWE
A
Manipulation of vehicle telematics (e.g. Security controls shall be appliedto |[EfTL YT 4 7 ADHIAICE2BEABEL T, EF¥2 VT4 %%
manipulate temperature measurement of MZ20 systems that have remote access BATAILDET S
sensitive goods, remotely unlock cargo doors) ()« B4 OBIEICHTIL L 7=FR5E)
ERTLYT A7 ADREA ()  BEREA
. : 2 UF 4Oy hO—LEERYT2 L0 EEMER AT LELIE LV TAOFHICL2EZEABEL T, ¥ 2
Interference with short range wireless systems r 43 7 4 EAEBETLIL0ET S
or sensors (f] : &4 DBIEITHIG LF2REE, £ H0EERIEAENL DICEL T
FEEMER A T LI Y ADTF S 71— Ilt—T7WECS AT LDOTRENL)

Software shall be security assessed, WIAINET TV Tr—>a3a> 0y 7 b7z T7HHBINGEZBZEEL

authenticated and integrity protected. |t V7 b 27 ld. EFX 2V TF A TEAAY FBLOEIINTCELENS
_ _ EEEHEREINTVWEHDET B,

Security controls shall be applied to BEICHAR FEINDZEABEE LLIEFHENEZY— R—F 47k

minimise the risk from third party — = A - — < _ s
Corrupted applications, or those with poor software that is intended or TITHhoDY R ERIMET B-HICFa Ty bO—ILEEH
software security, used as a method to attack foreseeable to be hosted on the vehicle THHDET B

VIR LTI, vF a2 T4 TERA B 77—=LT T ODBELKEIE, BBET77VEERMIRTLY 7MY

vehicle systems M21 M
S FBLURIES N, meMsRES | TP TYDE. Xy T =7 0E)
2HLDET B,

HSASINZT TV r—arvEigvy b BHlICKAMINEZEZERD LI

T EF VT AR DBT TV~ 3 FHENEZY—FKNX—F 4T T

Vi, HMY AT LEZWRET 5 EICERAT S oD Y X EmIMET 2720I1CF 2

DFrqsavbhbo—IEZ@EAETIHOET
7
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Table Al
reference

Threats to "Vehicle communication channels"

Ref

Mitigation

BB & BIRER DAER

18.1

External interfaces such as USB or other ports
used as a point of attack, for example through
code injection

lBBit@%@@@T—h&&@%%4/ﬁ—
7 =N, FlIZIET—FFAOKEGZTE L
THIRAEINS

18.2

Media infected with viruses connected to the
vehicle

7 A IR L7z EmicERd 5

18.3

Diagnostic access (e.g. dongles in OBD port)

used to facilitate an attack, e.g. manipulate

vehicle parameters (directly or indirectly)

Bz 18 (B 7 (ZREERI0) Eﬁ/\7)<—

7 HWSATDREDKEZRZILT D720
277X () OBDR—b+D KoL) 75\

%‘Jﬁﬁ N5

M22

Security controls shall be applied to
external interfaces

NEA VR T2 —R

EFxalr4a>

FO—LZBEATZ2HDET S

ER

HNEBA v —T7 2 —Z (] : USBR— k., OBDFR— k) ICEHKINI-ESB
HMHAINT, FIZIEa—RFEAOKEGRE L THRAINDBREZETE
LT AEBA v 27 2—RICEF 2V T4+ WEEZBHIT LD ET S,
(5] : NIEMESR IS 2 T 2w ZXSIE. v b7 — 258

NEA v 2 —T7 2 —RX (] : USBR— k. OBDR— ) ICEfE SN EE
DNAAEINT, TANLNRICERELEEZEMCERINDIZBHEETL
TOABA VR T7z—RICEF 2 T K2 BRI A2LDET 5,
(W:$E&%uﬁ7677tzﬂm Iy N7 — 0 NE)

X18.1ER L

NEBA v R —T7x—Z (ffl : USBR— b, OBDR—F) ICEfaN-EE
ﬁﬂ%éﬂf HENIA—RERIATEIHREDODKEZRGINT H7-5
(2. 277X (B : OBDER—FrD K> 7L) HNHBINDBEEEE
LT AEBA v 27 z2—RICEF 2V T4+ WEEEHITHIHLDET 5,
B : VRIERERDY IR N EZIFAITRWE S ICHIEZE TS,
oy b7 — N8
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5. Mitigations for "Potential targets of, or motivations for, an attack " 5. WEDEBENZEN £ /- 138 ICEE T 28R
Mitigations to the threats which are related to "Potential targets of, or motivations for, an attack " are listed in Table B5.

WEOBENZRN X EBEICN T 28EBED ) R h 2RISR

Table B5 Mitigations to the threats which are related to "Potential targets of, or motivations for, an attack"

Table Al
reference

19.1

19.2

19.3

Threats to "Vehicle communication channels"

Extraction of copyright or proprietary software
from vehicle systems (product piracy / stolen
software)

EREFIIIFABIEDH DY 7 b7 2 7R EN
PRT LD LHMET S (BEROEFERE/ VT
fx 75RH)

Unauthorized access to the owner’s privacy
information such as personal identity, payment
account information, address book information,
location information, vehicle’s electronic ID,
etc.

BAID. THWTHT Y MER., 7 KL XEE
w., MNBEER. EMOEBETFIDRE., FREEDY
FANRY —ERAREICT IR T S

Extraction of cryptographic keys

B a NIEICERY Y

Ref

M7

M8

M11

Mitigation BB, L ERIRDOBER
Access control techniques and designs HWICREINLT—X (BIEELZT-ISFABEDH DY 7 b7 7)
shall be applied to protect system ARETF IV HEREINDZZETRETAZEAEELTC. VATLD

data/code. Example Security Controls can F— & /OA— RARESTZ-0(0. 770 A& EEHTE St A2 BHET S
be found in OWASP LDET D,

VRTFLDT—X/A— REZRET DD, R ~ 7 — KoY o =N
7 e AR LB EAT 5 b 3| (0 L ) X7 ERLEBTTR/AT RIEHT SIS, ECUTy 7
%, EF¥FaUT v bA—ILOBIL,
OWASP % =8

Through system design and access control |EEICIRE I NI-T —X FAIBEEDOD S 7A N —F—K) HBARIET S
it should not be possible for unauthorized Tz axnz3 ¢ CRBIBZEAZETL T, VRATFTLEFB LT 2

personnel to access personal or system L REEIC L 5T, EROBRWEAT I/ LI TEANLESIIZTEEHD
critical data. Examples of Security Controls L4 %

can be found in OWASP T S 2= - o . -

S RF LBEE L DT 24 REEC £ 5. ﬁ%jJX7$%t@%T ZIZ T HEHL. T—R~DT 72X
ERDBEWENMEAAT — X E7IE AT LD
BERT—RICTIVERTERVWLSICT S
LbDET B, EFXFaVUT4arbA—ILDF]
lX. OWASP%#&E,

Security controls shall be implemented for |EMICRE I NI-T —% (BEHE) ARET77EXINEZ & TRE
storing cryptographic keys e.g. Security | F 2 ZHABEL T, BSREOREEICHL TEF 2T 10K %E X
Modules TB2HLDET B,

EEROREICHLTEF2UTAMRER (f: k2T 4 ES2—I)

Bs2bnedd Bl:wFaT4E

T a—J)



Table Al
reference

20.1

20.2

20.3

20.4

20.5

Threats to "Vehicle communication channels"

lllegal/unauthorised changes to vehicle’s
electronic ID

EMDEFIDEEE/TEICEET D

Identity fraud. For example, if a user wants to
display another identity when communicating
with toll systems, manufacturer backend
IDEFIR, BIA X, BITEEEINS X T 4, ®iE
EEDNY IV FEBETHHRIC. 2—Y—
MbDID%EFRRIE-WHE,

Action to circumvent monitoring systems (e.g.
hacking/ tampering/ blocking of messages
such as ODR Tracker data, or number of runs)
BRI AT LAY 5178 (f]: ODRFZ v
H=T—ZPETEBDO LI BA vy -2 D
Ny FUT/RESA/TOy X

Data manipulation to falsify vehicle’s driving
data (e.g. mileage, driving speed, driving
directions, etc.)

BEMOEELET — X & RD1-HICT —RERIA
9% (B ETIERE. BHE, EITHMRZF)

Unauthorised changes to system diagnostic
data

VAT LBWT —RENEICEET D

Ref

M7

M7

Annex b o8

B & ERER DR

HEICREINTT—Z/3—F (HEBEOEFID) " TNET 77X
2 ETHISAINDBEEZEE L T, 77 & G & 35t 2 @
Access control techniques and designs Rdsb0L ?—50 . .
shall be applied to protect system (F 2 U RZEFHEFERICIS UK E LT, T—Z~DT 7 & X
data/code. Example Security Controls can |BR)

be found in OWASP SHICRESNLT—&/a— F (BANERES 274, 1—F—ID
o N | RE) PRET I/ EREND I ETHEASNIEZBREEELC. 7
YATLOT A/ FERET BIDIC |5 o 2 el £ B EBRT 5L 0T D,

77&X%]J?ﬁﬂ¢§f¢jtggg—l_%i@ﬁﬁj_é:E)@tj_ . = + D e S — -
2, £¥aUT4aY bA—LOBIE, éﬂmb7ﬁﬁ%%kmbtﬁﬁtLT\T KADT U ZAHR,

OWASP% &8

Mitigation

ERICREINLT—%/32—F (BB RXRTL:0DRFF v hH—F—
ZPORTAARE) DRET IV ERAINDE I ETHIAINIBEE
BE LT, 72t BRI E REEBERAT 25D ET B,

(B2 URTHERBRICH LINEE LT, T—2~DT 72 R4
BR)

BEICREINST—X/3—F (EROEERT — &  EITERE. BR,

ETAME) HTNET 7R INDEZETHISASINIZRZMEEL
T, 77 RHEFEAM E HETZBEITHHDET B,

(F) : )X IFHBEERICIGCZ{ERE LT, T—2~DT 72 X4l
YATLDT—Z/A—FERET DD R)

T AHEIEM L AT EEATAEDET EDR, F KX —4 —1 KA AEE

%ot¢i%j4:yrm—wmwu\ BEWEIRESINT—%/3—F CRTFTLEZHMT—%) "RET7 7+t

A e st b oy RSB E THEASNBBBAERE LT, 77+ RN & 3
- SWRET AT AT HEERTILDET B,

AR R — 2 : 2 _
iézégﬁiégéggﬁéuiiggﬁ(WIUZ7ﬁﬁ%%LmbtﬁthT\T—ﬁ«®77ﬂ2ﬁ
R

R .
DTCY U 7 &= 8E

Access control techniques and designs
shall be applied to protect system
data/code. Example Security Controls can
be found in OWASP.

Data manipulation attacks on sensors or
transmitted data could be mitigated by
correlating the data from different sources
of information



Table Al
reference

21.1

22.2

23.1

24.1

Threats to "Vehicle communication channels"

Unauthorized deletion/manipulation of system
event logs

VRTLANRY FATORELGEIBR/NE A

Introduce malicious software or malicious
software activity

BEOHDLHY T NI TE-IIBEDODHD Y 7
NI 2T T7I9T4EET4%5EBAT S

Fabrication of software of the vehicle control
system or information system

BEREIEHY AT LAELIEBERATLDY 7 b
7T DEE

Denial of service, for example this may be
triggered on the internal network by flooding a
CAN bus, or by provoking faults on an ECU via
a high rate of messaging

DoSKE, IR I, REDX vE—I A%
SNFHEE. CANASZDBHIN, %7 HECUIC
BEAKETDIILICL->T, BlERIENS
AlEElED B B

Ref

M7

1) 513 M

Mitigation

Access control techniques and designs
shall be applied to protect system
data/code. Example Security Controls can
be found in OWASP.

VRATLDT—R/3A— N RET BH7-HIC

Annex b

B & ERER DR

BEWICEEINLZT—X/3—F (ATLARY FAY) NRET 2
Lt ZEINDEZETHIBR/HAIAINEBREAZEE L T, 77t XHEE
e &stxEEITH LD ET 5,

() D RIZEHMBICIECR/EE LT, T—2~ADT 71 XHIR)
OEM®»HY 7 I A VHAEBITD/-DITIREL TWBA Ry hOS

HHIRESN-T—%/3—F (BEOHD V77T E-ILER
DHBD) T NI TTITAET 1) NBASNEZETTILT LT
NEASNDIBHRZEEL T, 77X FHEMEHFA2ERT D
DET B,
(B : ) 7Aoo 7 o4 XEHE.
77—h)

EMICREINALT—%/3—F (ERGIS X T LEIFBERY T

T7—LT T DELRI, £¥ a2

7 7—&]%]]1&|]B‘Zﬁ]tnxu-l—%l_)§ﬁj‘é:E)@tj- LDY 7 Tz TRE) NEEEINDZ LT, BV 77T

5, EXxaYUFary ba—Lofllx
OWASP# &g

Measures to detect and recover from a
denial of service attack shall be employed

DoSHEDRE LEIHD - DEEXHL S

btoEkd s

DEAN, FHEBEFOY 78727 EEZTINEZREZIEEL T,
T U AGEEMT KT EAT AL D ET B,
(W:U7u%@77txﬁm\77—A717@%%@ﬁ\t¢1

77—F)

BHHAry F7—27IC1 LT REDA vy =D DIFon/-iEE,
CANNZRDH .5, FT-IZECUICEENRET I EZERZBEL C. B
EREBOEMI A TLDINDETWEEREL-HTE2TEHDETS
(] : BEBED 7 £ — It — 7HZATHIG)

8.1=M13& R CEREE
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Table Al
reference

Threats to "Vehicle communication channels"

Ref

Mitigation

B & ERER DR

25.1

Unauthorized access to falsify configuration
parameters of vehicle’s key functions, such as
brake data, airbag deployed threshold, etc.

TL—FT—XPITT7 Ny ITERLEVMER L,
HHOFTEMEDERE/NRNTAXA —RERHIATS
T-DICRIEICT 72 RT 3

25.2

Unauthorized access to falsify charging
parameters, such as charging voltage, charging
power, battery temperature, etc.

KEEBE. REEN. NvTUREREDTE
IRTA =R BEET HI-OICAREICT IR

%

M7

Access control techniques and designs
shall be applied to protect system

be found in OWASP

b, ¥ aUTF 43 ba—ILDOAIL,
OWASP % =18

AT LDT—XR/OA— KA REST B0
T U RGBT L KAt BRI A D LT

data/code. Example Security Controls can

[

BEMICRESN/T—X/3—F (EHOFEBEDERTE/ T X —X !
TL—%F =0T 7NNy VEBALEWMERE) A RETZ7EXEN
B ETHSASINDIEZRZETEL T, 77 XFEEM & &% 8
Bd2b0ET5, Bl T—2~D7T 7t ZX44)

HlICREINT—%/3—F (BRENNTXA—% . KTEEE. TEE
He Ny T UBELE) M RETIZEAEINEZ ETHIAINDE
BaEEL T, 77 XAEFEMEKGFEZEBI DL T B,

(] : T—Z~DT 2 & ZEHE)
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6. Mitigations for "Potential vulnerabilities that could be exploited if not sufficiently protected or hardened”

Annex 5

6. T ICREX/CIIBENMLLWVGRICERIND
AIREMED B 2 BTERIME TS 14 (S @?%%H%

Mitigations to the threats which are related to "Potential vulnerabilities that could be exploited if not sufficiently protected or hardened" are listed in Table B6.

TICREFIEREL L AWG

ICERI NS ATRE

MDD 2 BERIMEISIE IS T 2EBERD ) X b 2RISR

Table B6 Mitigations to the threats which are related to "Potential vulnerabilities that could be exploited if not sufficiently protected or hardened"

26.1

Combination of short encryption keys and long
period of validity enables attacker to break
encryption
EEHNE
dRRDIEAEDLEICK
5 ENTED

REE#ROEHFZTHAE L E WL
V., REEIIBSZH

26.2

Insufficient use of cryptographic algorithms to
protect sensitive systems

BB DB N R T LT (RET B RIS+
=273 X LAEFAT 3

VAN

26.3

Using deprecated cryptographic algorithms

FHWRELRIESTILIY X LZFERT S

27.1

Hardware or software, engineered to enable an
attack or fail to meet design criteria to stop an
attack

WENABEE 0D £ D ITERET S N7=. 713K

BEFIET 7D DORAEEZH L L TLARL

N—=KT7 T EEEIVY 77T

M23

Cybersecurity best practices for software
and hardware development shall be
followed

VI bz TESLON—RT 2 T7HEEOYA
Net X2 YT ARIANTZ 7T 4 RITHED
HDET S

. REBBOFEFRATHAEWT & THRSEMA GBI &
TELIUON=FT7 2 T7HEORZ K

B HEAE <
N3EE%1E ELT\ V7 bz
T TA RIS DBDET B,
(fl . +ohER. HEEEBESAHXOFER)

DWW AT LI L TR+ RBEST7/LITY X L%2FBT 3
2L TCHRESEMAGBHRILINIZRHEEEL T, V7 b7z T7HLT
N—FR I z2T7HREORINTZ 9T 4RI DDET S,

() : HEEESAHRADER)
FEHEOBEST7IITY X LAZFEBT 5 & THRSEMNABIHRILEIND
ZERAERBELTC, V7 b7 2T7B8LU0N—FT 2 T7HEEORI TS
TT4REDHDET B,
() : HEBESARDER)

TR REF/ZIEBREINTWERW-OIZ, ST - Idftnmh e
RSN TEMAREINIEZREZEEL T, V7 72 T7HLD0
N—F I z2T7HREORINTZ 7T 4RSI DDET S,

(;&U : CSMSIZHE - 7=3ZETRE DERE. U X 7L L= R0 =E
ﬂzjé
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28.1

The presence of software bugs can be a basis for potential
exploitable vulnerabilities. This is particularly true if software has
not been tested to verify that known bad code/bugs is not
present and reduce the risk of unknown bad code/bugs being
present

V7 b7z TNNTOEEIR. ERTRELBIENRBEDORIIC A Y
B3, Nz YblF, BROBNI—FK/ RINFEELAHEW &
HEIRIEL, D OKRMOENI—R/ NTDEFEEDY R EFKST T
HDTRAME, V7 b7 T7ICHLEBL TWARWESICHTIEE
60

28.2

Using remainders from development (e.g. debug ports, JTAG
ports, microprocessors, development certificates, developer
passwords, :+) can permit an attacker to access ECUs or gain
higher privileges

FFEROEY (B TRy FR—=Fh JTAGER—F, ¥4 7070ty
. BRIFBE, BFREB/SSRXT—F - - ) #fAHT S L. ECU~
DT 7w ANAEEE 1D, o, HEELN LY SWSIELAZEE Y
L EDABEE R D,

29.1

Superfluous internet ports left open, providing access to network
systems

REBELAY X =%y bFR—-FPERENTEY, 2y bT—7P R
TLANDT AN AL 75 B,

29.2

Circumvent network separation to gain control. Specific example
is the use of unprotected gateways, or access points (such as
truck-trailer gateways), to circumvent protections and gain
access to other network segments to perform malicious acts,
such as sending arbitrary CAN bus messages

Iy T —UnBEEREL. SlEEEIRY 5,

B pE, FEDCANNZAA v =Y DREREDEEDH 5175
AFBH1H, REZREL THBORY FT—0 2T AXA Y bADT Y
L RERS T B7-HIC, REINTWAEWT —bTAF/ET 70
CRRA N (T o-bLAT=F—bTxARE) 2ERT
HZETHD,

M23

Cybersecurity best practices for
software and hardware
development shall be followed.

Cybersecurity testing with
adequate coverage

V7b7xT7BLUON=FRT
THEOHAN—tF2UT 4
RIANTZ20T4 RHESIDHD
£95

WYL ANy DY A N—+&
FaUTATRAE

V7 M7z TICWTERTDBRTRAINDER, V7 b7 TN
TIZLPBHREDERERBEL T, V7 72 T7HELIVON—F
D THREDTANR—F 1T ARINT T 7T 4 ZTHKD
bDET D,

() :
-t*2173—54 7% (CERT-CZ
cBATRE

- fEEEERF v v
T TPV TFRAR
- BEFO D B35 1 & HEFR

HERBOBEREE (TNNy 7 R—F, JTAGR—F, ¥4 20
TRty Y, BARIERE, BARENSXT—FRE) Z2FALT
ECUT7 7t AXHEERSE SN2 BRBEZEELT. V7 b7
BLUON=—FI 2 T7HEDODHAN—tEF2 VT4 RIANTF S
TAREDHDET B,

(B : FAFAKEDEML. 77 ZXHR)

Ty b7 = UREORNE (NERA v R—3v MR— MREKIC
2. FYNT—O S RTFLANDRET VX R) ICLDER%
BELTC, V7 b7z 7EHELUON=FT7 2 THEODY A N—+F
FaVTARIAMN T I9T A RIS DD ET B,

(Bl : X—HA—DEBERLAEWEY FT7—27K— FEAH)

Iy b7 —0%FORE (v b7 — 0 DBEDEDE) ICLk5F
BAERBELTC, V77 2T7ELON—FT7 2 T7HFEDOTA
Nt FaUTARIRNTZ T4 RIS BDET S, T
VAT LEBRABL OV RTLREICE T A YA N—F 2 Y
TARRNTZ T4 RS HDET B,

(B : Xy2—C2BEE GWT7 4 LR Y > ¥Rk T 5
7 U 4 R &)
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7. Mitigations for "Data loss / data breach from vehicle " 1 EEPLDOT—RBR/T—XRRICET HERERK
Mitigations to the threats which are related to "Data loss / data breach from vehicle" are listed in Table B7.

BHEALDT—XER/T—XFBIINTIZEREDY R M ERTITRT
Table B7 Mitigations to the threats which are related to "Data loss / data breach from vehicle"

;?:r'gnile Threats to "Vehicle communication channels" = Ref Mitigation 2B & BRI DR
Information breach. Personal data may be Best practices for the protection of data  |[EEl D 1 —HZE (&ic¥°. pla—YOFER) ICL->T/X=YF L
breached when the car changes user (e.g. is integrity and confidentiality shall be T—EZNRAWTEEZBEAERBEL T, X—YFILT—ZDREICEL
sold or is used as hire vehicle with new hirers) followed for storing personal data. TT—XDTEM LM ARESTEIRIAN TS 9T4RIHESDHD
b
31.1 = =z —H7ZE ASIEVA T M24 . N . 2 = g — N = —
BERLL Fmoa - TEEoR 1 My somBrBL T - s0%| B BRCEBTAE LB E NLBAL,
b‘ﬁ}i:v—ﬁé;h,lf— y %L(?i%ﬁf"@)\ﬂlfﬁﬁﬁéﬂ M HEPUARETIRAN TS IT AR« T7ANY —FT— X% HET HEEDEE
rrERe) i ISHES HDES D CENEEFTEFIBEBERLANEEERL, 12— —ROF 1 —
7 —F0BRREICEETLIL)
Eoit4 LB - N — 5 ~ o - ;E‘A—A—
8. Mitigations for "Physical manipulation of systems to enable an attack" 8. WMBZAIRICT 22 AT LOYENLRTAICET 2 BRR

Mitigation to the threats which are related to "Physical manipulation of systems to enable an attack" are listed in Table BS.

WEARREICT 2V AT LOYEBNARIAICT T IEREDY X b HKRSITRT

Table B8 Mitigations to the threats which are related to "Physical manipulation of systems to enable an attack"

;?Elgn/tle Threats to "Vehicle communication channels" = Ref Mitigation 25 & B D RIR

Measures to prevent and detect VAT LOYEBIHRIA (EMICAESEIREST. RERN—F7x
— L 7 o AREO4E > - 22t A AR N
unauthorized access shall be employed 7R, Y —ARRET 2R A) ICLBBREBEL T, K

Manipulation of OEM hardware, e.g.
unauthorised hardware added to a vehicle to
enable "man-in-the-middle" attack

321 M9 ET7 7R %5FIEBLOBRMNTE-00EEXELDI2HEDET S,
BTN RY 2 T ORERE, F) 0 hREERE R N ) n
A At o= s AL N RET7 V72 R%EBIES L OCBRIT B 7-H D

7T EBMNT S E, EZ#HELD2DBDETD
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Part C. Mitigations to the threats outside of vehicles

1. Mitigations for "Back-end servers"
Mitigations to the threats which are related to "Back-end servers" are listed in Table C1.

N— hCHEADZEIIX T S ERRK

Table C1 Mitigations to the threats which are related to "Back-end servers

11&
3.1

Abuse of privileges by staff (insider attack)
RAZy TICEBRHEDER (144 -

)

M1

Security Controls are applied to back-end systems to
minimise the risk of insider attack
AVHAX—KEDY RV aw/IMbT 57012, £F 2V
TAAYFA—ILERYy TV RV AT LIERTHDE
ERG)

Annex 5

1. Ny 7Ty RY—N"— (T 2EREE

64

Wy gLy RHY—NR—[IHT 2ERED Y X F % KCLIIRT

ARy ZICEBDEFEOERICH L T,
g - IDBE (H—ILR—X BESE) . #B7FO 7N
EEEICLVINEENS

1.2 &
3.3

Unauthorised internet access to the server
(enabled for example by backdoors,
unpatched system software vulnerabilities,
SQL attacks or other means)

Y—N—ADFEBA YR =5y F T2
BIZIE Ny 7 K7, Ry FAERINTL
WS RTFLY 7 b7 7O, SQLKE
F-IFFDOMDOFERICL > THABEE 1 B)

M2

Security Controls are applied to back-end systems to
minimise unauthorised access. Example Security Controls
can be found in OWASP

RET7 7R EgIMLT B0, X273 bO—
WENYy VT R RTALAICEBAT HDET S, Xl
T4y ha—LofllE, OWASPAESEE,

HP—N=ADORERA VEZ—Fy b T 7 ERITH LT,
Y—ROEEENEK. 77U — 3 Ik, BEFE
1T,

(B = NBEREEIMEXT R, BIEFE. OWASP Topl0odxt
=)

1.3&
3.4

Unauthorised physical access to the server
(conducted by for example USB sticks or
other media connecting to the server)

Y—N—~DORELEYEBEHT 7t X (HZI1F.

USB. F7zld¥ —/N— (T T 2 DA (IS
Lo TThN%)

M8

Through system design and access control it should not be
possible for unauthorised personnel to access personal or
system critical data
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2.1

Attack on back-end server stops it
functioning, for example it prevents it from
interacting with vehicles and providing
services they rely on
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Security Controls are applied to back-end systems. Where
back-end servers are critical to the provision of services
there are recovery measures in case of system outage.
Example Security Controls can be found in OWASP
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Loss of information in the cloud. Sensitive data
may be lost due to attacks or accidents when
data is stored by third-party cloud service

Security Controls are applied to minimise risks associated with
cloud computing. Example Security Controls can be found in
OWASP and NCSC cloud computing guidance

777 FICBITBBERE\RICTL T,
777 FMAITCHEINTWS X2 745D
FEABLUOFBLTWSEX 2 T4 #EEAT 2

BROTHENT— 2 HEICL BBERER B &
BEDIS— AL—JIHEP—N"—IIF—4&
% 12%E)

providers — S e = o, p—gEs = ~ \ N |
32 155y Fios atemis, Bpviorasgy | M 77700 TAYIRBET 2 Y X EBAMET B |T A TIRENTENEROICELS
PR gy SN ERUR A G D2 i w )b%@ﬁﬁ@’é%@c‘:@’éo_—b )
i o / ] § *2UF 40y kOo—LofllE, OWASPH LUNCSCs 5 R
FICLYVRESIN TV EZICHEX/IFBCRIC AP a—F VS HAL Y R BB
£ F—2hBES B TEMDH 2, T >
Security Controls are applied to back-end systems to prevent | .E’j’(?& WTF—&HBICLZBERFRICT LT
Information breach by unintended sharing of data data breaches. Example Security Controls can be found in 7— XOEBED I XAFIET HHEHEAICED
(e.g. admin errors, storing data in servers in OWASP — 2 OB,
35 |garages) L | MB "B 5 AT LB COBAL, BRI~

T—RRBEBIET B7-DIC, Ry TV RV AT LICEF 2
D42 bO—ILZEBETHHDETEH, X2
F O —JLFix, OWASPA S,

L)

2. Mitigations for "Unintended human actions"

Mitigations to the threats which are related to "Unintended human actions" are listed in Table C2.

Table C2 Mitigations to the threats which are related to "L
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nintended human actions"
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3. Mitigations for "Physical loss of data"
Mitigations to the threats which are related to "Physical loss of data" are listed in Table C3.

Table C3 Mitigations to the threats which are related to "Physical loss of data loss"
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